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1 HeJIb U 3aJ1a4Y1 U3YIYCHUSA TUCHUTIJIMHBI

Llens w3ydeHUsT TUCHUILTHHBI - (POPMHPOBAHNE HABBIKOB OpraHU3alMKu 0e301acHOi paboThl Ha
MEPCOHATHHOM KOMIBIOTEPE M B KOMIIBIOTEPHOH CETH, YMEHHUH MPOTHBOCTOSATH WH(MOPMAIMOHHBIM
yrpo3am, BKJIIOYast TEXHHUECKUEe, TEXHOJIOTHUECKUE, IICUXOIOTUIECKUE, COITUANIBHEIE.

3ajaun JUCHUTIIINHBI:

— (opmMupoBaHHE€ 3HaHMH B  O0JACTH  POCCHUICKOIO  IPABOBOTO  PETYJIHMPOBAHHUS
nH(pOpMaMOHHOM 6€30MacHOCTH;;

— BBIpa0OTKAa TPEACTAaBICHHM O crocobax oOecreueHusl 3amUThl KOMITBIOTEpa U
MPOTHBOCTOSIHUM METOJIaM COLIMATbHOIN WHKCHEPHH;;

— OCBOEHHE NPOTPAMMHBIX CPEICTB oOecreueHUsT HHGOPMAMOHHON 0€3-0IacHOCTH IIpHU
paboTe Ha MEPCOHAIBHOM KOMIIBIOTEPE M B KOMIIBIOTCPHOW CETH, BKIItOYass (POPMHUpPOBAHHE YMEHHIA
apryMEHTHPOBAHHOIO BBIOOpPA M CAMOCTOSITCILHOW YCTAHOBKH COOTBETCTBYIOIEIO IMPOrPAMMHOIO
obecrieueHus;;

— 00y4eHre OCHOBaM KpHUIITOrpaduu Kak OJJHOTO M3 BaKHBIX CPEJICTB MU(BPOBAHUS TaHHBIX;.

2  MecTto nucuMmiuHbl B cTpykrype OIIOII BO

Juctummna B1.B./IB.03.01 «3amura uH@opmManuu B KOMIBIOTEPHBIX CETSIX» OTHOCUTCS K
BapUaTUBHOW YacTH y4yeOHOrO IJIaHa.

Juctumuimaa n3ydaercs Ha 3u 4 Kypcee Kypee, B 6,7 cemecTpax.

Jiss w3ydeHHus JTUCHUIUIMHBI TpeOyeTcs: 3HaHWE BO3MOXHOCTEH cepBHUCOB cetu HHTepHeT
W3ydeHnr0o NUCHUTUIMHBI «3ammTa WHGOPMAUA B KOMITBIOTEPHBIX CETSX» IMPEAIISCTBYET OCBOCHHE
JTUCIUTLINH (TPaKTHK):

WudopManinoHHbIE TEXHOJIIOTUN B 00pa30BaHUH.

OcBocHHE TUCITUTUIAHBI «3amuTa HHPOPMAIMH B KOMITBIOTEPHBIX CETSIX» SIBJISICTCS HEOOX OTMMOM
OCHOBOI1 JUIsl MOCJIEYIOIIEr0 U3YYEHUSI JTUCIUIUINH (TIPAKTHUK):

Komnerorepnsie cetu; MHTEPHET TEXHOJIOTUY;

HcTopust 1 MeToA0I0TUsI HHPOPMATHKHU M BHIYUCIUTEIBHON TEXHUKU.

Ob6nactp npodecCHOHaTBHON AeSTeNbHOCTH, HA KOTOPYIO OPUEHTHPYET TUCIUTUINHA

«3amura wHQOpMAIIMM B KOMIBIOTEPHBIX ceTsix», BkirodaeT: 01 OOpa3oBanue u Hayka (B
chepe JOUIKOIBHOTO, HAYadbHOTO OOIIEero, OCHOBHOTO OOIIEro, CpemaHero oOmiero oOpa3oBaHWS,
npodeccnoHanbHOr0 00y4YeHus, MPodecCHOHATBHOTO 00Pa30BaHMUsI, JOTIOTHUTEIHLHOTO 00pa30BaHUs).

OcBoeHMe TUCIUIUIMHBI TOTOBUT K paboTe CO CIENYIOIMMHU O0beKTaMu MPOodecCHOHATBHOM
JeSTEIILHOCTH

- o0yueHue;

- BOCIHUTAHWC;

- pa3BUTHE.

B mpomecce wu3ydeHWs AWCHMILIAHBI CTYICHT TOTOBUTCS K BHUAAM MNpodecCHOHATBHON
JEeSTeNbHOCTH W pelIeHuI0 npodeccuoHalbHbIX 3amad, npeaycMoTpeHHbix OI'OC BO u yueOHBIM
TJTAHOM.

3 Tpe6oBaHus K pe3yibTaTaM OCBOECHUS IMCHUIIMHBI

[Tporiecc u3ydyeHHs NUCHMILIMHBI HANpaBieH HAa (OPMHUPOBAHWE KOMIETEHIMH U TPYIOBBIX
¢bynkuuit (mpodeccuonanbHblii ctanaapt llemaror (memaroruueckast JesITEILHOCTh B JIOIIKOJIBHOM,
HAYaJlbHOM O0O0IlleM, OCHOBHOM O0O0IleM, CpeqHeM oO0mieM o0pa3oBaHWHU) (BOCHUTATENb, Y4YUTEIb),
YTBEpPKAEH Npuka3oM MuHUCTepcTBa Tpyaa U couuanbHoi 3amuThl Ne544H ot 18.10.2013).

BeIycKHUK TOMDKEH 00J1a1aTh clienyonmMu npodeccnonansabiMu kommereHimsamu (11K):

I1K-1. roTOBHOCTHI0 PeajiM30BbIBATH 00pa3oBaTe/ibHbIe IPOrPAMMBbI 10 Y4eOHbIM NpeMeTaM B
COOTBETCTBHMH € TPeOOBAHMSIMHU 00Pa30BaTeJbHBIX CTAHIAPTOB

neaarorndeckasi 1€ATeJIbHOCTb

[peaTnM30BbIBATh 00pa30BaTEIIbHBIC [0€30MTACHOCTDY;

[1K-1 roToBHOCTBIO 3HATh: - OHATHS, CBA3aHHBIE C HAyYHOU oOsacTbio «MHpopmanmonHas
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[IPOTrpaMMBI 110 y4eOHBIM
[pcaAMCTaM B COOTBETCTBUHU C
TpeOOBaHUSIMHU 00pa30BATEIIBHBIX
CTaH/IapTOB

- BOBMOKHBIC TEXHHUECKUE, TEXHOJIOTHYECKUE, COIUATBHBIC YTPO3BI,
CBA3aHHBIC C KOMIIBIOTEPHOM TEXHUKOW;

- MepbI COOI0IeHNsT TH(POPMaIMOHHOM 06€30macHOCTH MpU paboTe Ha
KOMIIBIOTEPE;

- BUJIbl THPOPMALIMOHHBIX YIPO3, BOZHUKAIOUIHMX IPU paboTe B
KOMITBIOTEPHBIX CETSX;

- IPOrpaMMHBIE CPEJICTBA U CepBUCH IHTEepHET /15 oOecrieueHus
MH(pOpPMa-IIMOHHOW OE30MaCHOCTH KOMIIBIOTEPA;

- CII0cOoOBI MU(POBAHUS JaHHBIX;

- PaBOBBIC M 3aKOHO/IATEIIbHBIC aKThl B 00JIACTH 00ECTICUeHHS
nH(pOpPMaIMOHHOM 06€30MacHOCTH;

YMETh: - aprTyMEHTHPOBAHO BEIOUPATh 1 3()(HEKTHBHO UCTIOIB30BATh
MpPOrpaMMHBIE CPEJICTBA JUIsl 00eCTIeYeHHs MH(POPMALIMOHHOM
0E30MMaCHOCTH KOMITHIOTEPA;

- OTPEICIISITh ONTUMAIBHBIA HA0Op MPOTrPAMMHBIX CPEIICTB IS
oOecrnieueHrs 0e30macHOl pabOThl HA KOMITBIOTEPE;

BIIAJICTh. - CpEJCTBaMU obecriedueHus: HHQOopMaMmoHHON 0e3011acCHOCTH
mpu padoTe 3a MePCOHATLHBIM KOMITBIOTEPOM U B KOMITBIOTEPHBIX
CeTSX.

I1K-3. cnoco0HOCTHI0 peliaTh 321241 BOCIUTAHUS U TYXOBHO-HPABCTBEHHOI'0 Pa3BUTHS,
o0yuaruuxcsi B yueOHOM 1 BHEY4eOHOIl 1eATeJTbHOCTH

neaarornyceCkas 1eATeJIbHOCTb

[1K-3 crmtocoOHOCTRIO periarh
3a7a4y BOCIIUTAHUS U TyXOBHO-
HPaBCTBEHHOT'O Pa3BHUTHS,
oOyuaromuxcs B y4eOHOM u
BHEYUEOHO! JEATEIbHOCTH

BHATH: - BO3MOYKHBIE TEXHHUYECKHE, TEXHOJIOTHUECKUE, COLUATBHBIC
YTPO3bl, CBI3aHHBIE C KOMIIBIOTEPHON TEXHUKOH;

- criocoObl MU POBaHUS JAHHBIX;

YMETh: - 00HapyKUBaTh BPEAOHOCHOE IPOrpaMMHOE 00ecrieyeHre Ha
KOMITBIOTEPE U BBISBIISITH CETEBBIC aTAKH,

- YCTpaHATh IOCIEACTBHSI BO3JICHCTBUS HA KOMIIBIOTEP BPELOHOCHOTO
MPOrPaMMHOTO 00ECTICUeHHS U CETEBhIX aTakK;

- apr'yMEHTHPOBAHO BBIOMPATh U 3PPEKTUBHO HCII0JIB30BaTh
[porpaMMHBIE CpeICTBA JIJIsl oOecrieueHrss HHPOPMaITMOHHON
0€30MaCHOCTH KOMIIBIOTEPA;

- OTIPE/ICTISITh ONTUMANIBHBIA HAOOp POTPAMMHBIX CPEJICTB JIJIs
oOecrieyeHns 6e30MmacHoOi paboThl Ha KOMIIBIOTEPE;

- IPUMEHSTH MPOTPAMMBI JIJIs UG POBAHMS KOHGHUICHIINATEHON
H(pOpMaIHH;

BIIA/IETh: - CPEACTBAMH oOecreueHus] THPOPMAMOHHOM 0€3011acHOCTH
npu paboTe 3a MepCOHATLHBIM KOMITBIOTEPOM U B KOMITBIOTEPHBIX
CeTsIX.

4. O0beM IMCUUILUIMHBI M BU/IbI y4eOHOl padoThl

Bcero ITareiii | Hlecroi

Bun yuebHoit paboTbl 4acoB CEMECTp | CeMecTp
KonTakTHas padora (Bcero) 36 18 18
[IpakTnueckue 36 18 18
CamocrosiTesibHas padora (Bcero) 72 36 36
Buabl npoMeKyTO4YHOM aTTeCTALMHA
3auer + +
OO0masi Tpy10€eMKOCTb 4acChl 108 54 54
OO0masi Tpy10€eMKOCTDb 32a4eTHbIE eINHUIIbI 3 1 2

S Coaep:xkaHue TUCHUILTUHBI

51 Conep:xanue MoayJieil TUCIUNIJINHBI
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Mopnys 1. IIpaBoBbie BONIPOCHI 3a1IUTHI HH(POPMALUH B KOMIILIOTEPHBIX CeTHX:

OO6mme  Bompochl  MH(pOpMAIMOHHOKW  Oe3omacHOCTH.  MeXKIyHapOAHbIE  CTaHIAPTHI
uHpopmannoHHoro oomena. [lonstue nupopmannoHnoil yrpossl. MHpopmannonHas 6e30MacHOCTH B
yclnoBUsX — (pyHKIMOHUpoBaHMA B Poccum  rioOanpHBIX  ceTeld.  Buasl  NPOTUBHUKOB WM
«HapymuTenei». HopMaTuBHBIE pYKOBOISIIME JOKYMEHTHI, Kacaroluecs IoCyIapCTBEHHOH TailHbI,
HOpPMAaTHBHO-CIIPABOYHBIE JOKYMEHTHl. 3akoH 00 wuHpopmanuu. CyzneOHble MpeuefeHTbl U
OTBETCTBEHHOCTh 3a HapymeHue 3akoHa. Kounemuus wuHopManuonHoi 0Oe3omacHoctu PO.
WNudopmanronnas 6€30macHOCTb TMYHOCTH, 00IIeCTBa, TOCYJapCTBa.

Teopus nHPOPMALMOHHON OE30MTACHOCTH M €€ OCHOBHBIEC HampasiieHUs. Bemyiime nonoxeHus
TeOpur HHPOPMALMOHHOM Oe30macHOCTM B o0sacTM  MHGPOPMALMOHHBIX cucTeM. Mozenu
0e30IaCHOCTM M UX IpUMEHeHHe. TakCOHOMHUs HapylleHMH HH(OpMALMOHHONH 0e301acHOCTH
BBIUUCIIUTENILHOW CUCTEMBI U IPUUUHBI, 00YCIIaBIMBAIOIIUE UX CYILIECTBOBAHUE.

Buapl BO3MOXKHBIX HapylIeHuit  uHpOpManuonHoit  Oe3zomacHocTH.  HechopmupoBaHHOCTD
MHPOPMALIMOHHON KyIbTYpbl MoJib30BaTeneil. Xakepckue artakd. DoS- m DDoS- artaku. CereBo
MIMUOHAXK (CHU(PPUHT, HIOKEPHI). DKCTUTONUTHI.

[TpryrHbBI BO3HUKHOBEHUs HMH(OPMAIIMOHHBIX yrpos. Ananus CIOCOOOBHAPYIIEHUS
nHGOpMaLMOHHOM Ge3omacHocTH. Mcnonb30BaHue 3alUIIEHHBIX KOMIBIOTEPHBIX CUCTEM.

Ha3nauenne u 3amaun B cdepe obecriedeHus HHGOPMALMOHHONW O€30MacCHOCTH Ha YpOBHE
rocyJapcTBa.

HNudopmannonneie pecypcsl 1o uHpopManuoHHON Oe3zomacHoctu. [IpaBoBBIE  BOMPOCHI,
CBsI3aHHBIE C MHPOPMALMOHHOM Oe30macHOCThI0. HOpMaTHBHBIE pyKOBOAAIINE TOKYMEHTBI, KaCaroIInecs
rOCyJapCTBEHHOM TaliHbI.

[TporpamMHBIe M anmapaTHbIE CPEACTBA, CBSI3aHHbIE C Yrpo30i obecneueHus: MH(GOPMALMOHHON
0€30I1aCHOCTH.

DoS- u DDoS- araku kak WHCTPYMEHT OTPaHHUYEHHUS JOCTylla K CETEBOMY KOMIIBIOTEPY.
KomiuiekcHas 3amura ceTeBoro KOMIbloTepa oT HH(POpMallMOHHBIX yrpo3. bpanamaysp kak annapatrHoe
U MPOrpaMMHOE CPEACTBO OTpaHUYEeHUs AOCTyNa K uHpopmanuu. [IporpaMmHbIe cpeicTBa KOMIIBIOTEPA
110 0OHAPYKEHUIO BTOPKEHUSI U 3aIlUTE OT HETO.

Mopnyas 2. IlporpammHublie cpeacTBa U cepBuchl cetu UHTepHeT mo 3amuTe HH(pOPpMaLUHU:
[TonsiTe o BuAax BHPYCOB. AHTUBHpYCHas 3amura KommbioTepa. Kiaccugukanuss KOMOBIOTEPHBIX
BHUpycoB. Kitaccnueckne KoMnbroTepHble BUpyChl. DaitiioBbie BUpYyChl. MakpoBHUpyChl. TposiHCKHME KOHH.
Pytkutel. CereBble uepBu. I[Iporpammubie cpeinctBa [uisi OOecleYeHHsT AHTHBHPYCHOW 3allUThI
KOMIIBIOTEpA.

TexHonoruu NOCTPOEHHUS 3ALIUIIEHHBIX HWH(GOPMAIMOHHBIX CUCTEM. MecTo MHGpOpMalMOHHON
0€30MacHOCTH 3KOHOMHYECKMX CHCTEM B HAIMOHAJbHOW O0€30IacHOCTM CTpaHbl. Pucku u
LIEHHOCTbUH(OpMALIUH.

Kpuntorpadust kak Hayka. Meroasl kpunrorpadpuu. ANTOpUTMBI U CTaHAAPTHl MHU(PPOBAHUS.
CuMMeTpruHOE M acUMMETpUYHOe IndpoBaHue. DneKkTpoHHas IudpoBas noamnuck. CoBpeMeHHbIE
TEXHOJIOTUH ayTEeHTU(PHUKAIIH.

Bomnpockl opranuzanuu MHPOPMALMOHHOW O€30MacHOCTU MpH paboTe ¢ HMHGPOPMALMOHHBIMU
pecypcamu U cepBucamu cetu MHTepHeT. MeTonbl NCUXO0JIOTHYECKOT0 BO3JEHCTBUSA HA IOJIb30BATEIS
cetu MHTepHeT. ConnanbHas HHKEHEPUS.

AHTUBHpPYCHBIE ITPOrPaMMHBIE CPEACTBa O(UCHOTO U JOMAIIHET0 Ha3HA4YEeHUs JUIsl 0OecTieueHHs
MH(OPMAaLIMOHHON OE30MaCHOCTH.

[TaponpHas 3amuTa. [IporpamMmel mmdposanus ganHbIx ColuanbHas HHKEHEPUS U €€ METObI.

DJIEKTPOHHAs BaIOTA

CommanbHble ceth Kak MHGpopmammonHas yrpo3a. [Jleru wu  Wutepner. [lomutnka
MH(POPMAIMOHHOM 0€30MaCHOCTH U €€ OpraHMu3alus B JIOKAJILHOW CeTH

52. Conep:xxkanue nucuuiuiaabl: [lpaktuueckue (36 4.)

Mogayas 1. IIpaBoBbie BONPOCHI 32IIMTHI HHPOPMALUMM B KOMIIBIOTEPHBIX ceTsX (8 4.)

Tema 1. Mndopmanrionsslie pecypcsl o HH(pOpMalMoHHONH 6e30macHoCTH (2 4.)

O6mue Bompockl uHGpOpMaMOHHONW Oe3omacHocTH. HMH(popMannoHHBIE pecypchl 10
MH(OPMALIMOHHON OE30MMaCHOCTH.

Tema 2. IIpaBoBble BOINpPOCHI, CBsA3aHHBIE ¢ WH(POPMALMOHHON Oe3omacHOCThIO (2 4.)
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[IpaBoBoOE perynmupoBanue B 00J1acT HHPOPMAIIMOHHON 0€30TTaCHOCTH.

3aKOHBI O MPECTYIUIEHUAX B cpepe NHPOPMAITMOHHBIX TEXHOIOTHA.

ABtopckoe npaBo. IIytu gokasaTenbcTBa aBTOPCTBA.

Tema 3. IIpaBoBbICc BOIPOCHI, CBSI3aHHBIC ¢ MH(DOPMAIMOHHONW Oe30macHOCThIO (2 49.)
WuTtennexryanbHas coOCTBEHHOCTh. (CroOcOOBI 3alIMTHl MHTEIEKTYaJIbHONH COOCTBEHHOCTH.
JIunen3nonHoe nporpaMmMHoe 00ecrieueHuE.

KomnproTepHOe NUpaTCTBO U 3aKOHOAATEIbHAs OTBETCTBEHHOCTD 32 HETO.

Tema 4. HopmaruBHble JOKYMEHTHI, KacarollMecs TIOCYJapCTBEHHON TailHbl (2 4.)
I'ocynapctBenHass TaiiHa. OTBETCTBEHHOCTb 3a pas3IJlallleHHUE TIOCYJapCTBEHHOH  TaliHBI.
CocrosiHue 3akoHoaarenbcTBa PO B o0macTu coxpaHeHHs TOCYAapCTBEHHOM TalHBL.

[Ipumepbl HapyIIeHUSs TOCYAapCTBEHHOM TaiHBI.

Mopyas 2. IlporpammHble cpeacrBa W cepBHcbl ceTH MHTepHer mo 3ammure
uHpopmanmu (10 4.)

Tema 5. IlporpaMMmHbBIe U ammapaTHble CpEACTBA, CBSI3aHHBIE C Yrpo3oil oOecnedeHus
nH(pOPMAIMOHHOH Oe30macHoCTH (2 4.)

HecankumoHupoBaHHBIA JOCTYN K amnmapaTHBIM CpPEICTBAM KOMIIBIOTEpa U  CpEACTBa
OTpaHUYEHUS JOCTYIA.

B3nom skpannoii 3acraBku Windows wu mapons BIOS. CnocoObl mpeaoTBpalieHus B3JoMa.
B3rmom omepanmoHHOW cHcTeMBl TOCpeAcTBOM Hocutened wuHpopmammu. CrHocoObl  3aIIUTHI
Orpanunuenue gocrtyna k USB-nakonuremnsim.

Pasrpannuenue JocTyna B JIOKAIbHBIX CETAX. B3JI0M y4eTHBIX 3alucedl MoJib30BaTeNei
nokanbHO# cetu. CriocoObl MPeI0TBPALICHUS B3JIOMA.

Tema 6. D0S- u DDoS- aTaku kak HHCTPYMEHT OIpaHUYCHHS JOCTYIIA K CETEBOMY PECYpC

(24.)

Texnonoruss mposeneHusi DoS- u DDoS- arak (mepenampaBieHue Tpaduka, HaBsI3bIBaHHE
JUTMHHOM CETeBOM MacCKH ).

Cnoco0Osl mpenoTBpaieHuss DoS- u DDoS- arak. [laccuBHas u akTuBHasi 000pOHA MPHU 3aLTUT
cepBepa OT aTak.

[TporpammMHBIe cpencTBa U HH(POPMAITMOHHBIE pecypchl st oTpaskeHust D0S- u DDoS- arak.

Tema 7. KoMIutekcHas 3aiuTa CETEeBOro KOMIbIOTEpa OT HH(GOPMAIIMOHHBIX yrpo3 (2 u.)

[TpoGnembl BBIOOpA 3aIIMTHOTO MPOTpaMMHOT0 obecrnieueHust CalThIC OECIIaTHBIM MPOTPAMMHBIM
o0ecrieyeHreM 110 3aluTe KOMIbIOTepa.

XaKUHT U AHTUXAKUHT. XaKEPCKUE TEXHOIOTHUH.

O0630p NporpaMMHBIX CPEACTB IS 3aIIUTHl 00BEKTOB ONEPALMOHHON CUCTEMBI.

Tema 8. bpanamaysp Kak ammapaTHO€ M NIPOrPaMMHOE CPEIACTBO OrpaHUWYEHHUs JOCTyNa K
uHpopmanuu (2 4.)

bpanamaysp (mexcereBoil skpan, firewall) u ero Ha3Hauenue. TexHOJOrHsI OTpa)keHUs aTa
OpaHIMay’pOM.

Hacrpoiika BctpoerHoro opanamayspa Windows.

XapakTepUCTUKH CHEHaTU3UPOBAHHBIX OpaHaMay’poB. Kputepun orbopa OpaHaMay’poB IS
MPaKTUYECKOTO UCTOIb30BAHMS.

Tema 9. IlporpaMMmHBIE CpeAcTBa KOMIIBIOTEpPAa MO OOHAPYKEHHIO HECAHKIIMOHHPOBAHHOTO
BTOPIKEHUS U 3allUTE OT BTOPkKEHUS (2 4.)

IIpoakTUBHBIE CUCTEMBI 3aIUTHI KOMIIBbIOTEPA. CHCTEMBI KOHTPOJIS HETOCTHOCTH JAHHBIX.

Bopb6a ¢ noTeHMaabHO ONaCHBIMH TPOrpaMMaMHu.

Mopyas 3. IIpakTHuyeckue BONPOCHI OpPraHu3anuu MHGOPMANMOHHON 0€30maCHOCTH B
KOMIIBIOTEPHBIX ceTsX (8 u.)

Tema 10. AHTHBHpPYCHBIE POTPAMMHBIE CPEICTBA O(PUCHOTO U TOMAITHETO Ha3HAYCHUSI (2

q.)

BpenonocHoe nporpaMMmHoe obecriedeHre U MyTH €ro MOMNaJaHus B KOMIIBIOTEp IMOJIb30BaTEIIsl.
KomMmnbroTepHast pexiiama Kak HHCTPYMEHT 3apa)K€HHUsI KOMIIbIOTEpa. PyTKUTEI.

KnaBuaTtypHble MINMHOHBI (KEHIOTTEPHI).

OYHKIMOHAIBbHBIE BO3MOXXHOCTU AHTUBHPYCHBIX IIPOIPAMMHBIX CPEACTB.
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OHJtaiiH aHTUBHPYCHI

Sms-610kepbl 1 MeTo bl 60pHOBI ¢ HUMHU. Tema 11. [1aponbHas 3ammuTa (2 4.)

[Taponb Kak CpeAcTBO OrpaHUYEHHUs JOCTyHa K pecypcy. TpeGoBaHUS K BBIOOpY MapoJis.
XpaHUTENH TapOJICH.

[Tporpammel BoccTaHoBIIeHUs (B3nioma) naposeid. bpyrdopc
Tema 12. ConmanbHasi HUHXKEHEPHUS U €€ METOIbI (2 4.)

0O0630p METOIOB COLUANBHON MHIKEHEPHH.

MeToibl U METOJMKH IICHXOJOTMYECKOr0 BO3JIEHCTBUS HA JIMYHOCTH (YHHUBEPCAJIbHBIN CEaHC
CBSI3M, COOOIIEHHE O MPOBEpPKE IMOYTHI, COOOIIEHHE OT HMMEHH AaJIMUHUCTPATOPa, KBUTAHIMS O
JIOCTaBKe, OOJIMUYEHUE U Ap.).

AHTpPOIIOT€HHbIE HHCTPYMEHTHI 3alllUThl OT METOJOB COLIUATIbLHON MH)KeHEepHUH (TPUBIICUYECHUE K
BOMpocaM 0e30IacHOCTH, U3yYCHHE U BHEIPEHNE HEOOXOMMBIX METOAOB U ICHCTBHIA 1151 TOBBIIICHHS
3amUThl THHOPMALIMOHHOTO 00ECTICUCHHUS).

OOpatHas counanbHasi UHKEHEPHUS.

Tewma 13. ConnanbHas HH)KEHEPHS U €€ METOIbI (2 4.)

@apMUHT KaK MHCTPYMEHT CKPBITOTO IEPEHAIpPaBlICHUS Ha MOJJCIbHbIC CAWUTHI.

OUIIMHT W BHUIIMHT KaK HWHCTPYMEHT IMONY4YeHUS KOH(DUIECHIMAIBHON HHPOpMAIIIH.
MomennunuectBo B HTEpHETE.

[TpaBuna noBenenus noib3oBareneid B cetr VHTEpHET npu paboTe ¢ nH(GOPMAITMOHHBIMH
pecypcami.

Moay.s 4. IIpodemMbl HHPOPMALMOHHOMH 0€30I1ACHOCTH B cOBpeMeHHOM o0mectse (10
q.)

Tema 14. [TporpamMmel mudpoBanmst TaHHBIX (2 4.)

[MudpoBanre HaHHBIX U €ro Ha3Ha4YeHHWe. AJITOPUTMBI M CTaHAAPTHl IMHUQPPOBAHUS.
ApxuBupoBanue (aiiyioB ¢ mapoieM Kak HHCTPYMEHT 3alllUThl OT HECAaHKLIIMOHUPOBAHHOTO JJOCTYIIA.

Kpunrorpadus u ee meroas! mmdpoBanus HHPOPMALIUH.

BoccranoBnenne  maHHBIX.  ['pamMoTHOE  ynaneHwe — wH(pOpMamMM ¢ KOMIBIOTEpA.
Criennanu3upoBaHHBIE TPOrPAMMHBIE CPEJICTBA O YAAJICHHIO.

Tema 15. DnexTpoHHas BaitoTa (2 4.)

OneKTpoHHas HaaMyHOCTh. O030p MiaTeXHbIX OHIalH-cucTeM. OnacHocTH Npu paboTe C
NEKTPOHHON HAJIMYHOCTBIO.

[Tpo6aems! anekTpoHHOI omaTsl. CiocoOs! 3apaboTka B IHTEpHeTe.

Tema 16. CoumanbHbele ceTH Kak HH(opmanumoHHas yrpo3a (2 4.) CoumanbHas ceThb Kak
WHCTPYMEHT cOopa uHbopMaIuu o rpakaaHuHe. HUIMUpyemMble U1 He HHUIIMUPYEMBIE MOJIh30BaTeIeM
YTpO3bl B COLMANIBHBIX CETSIX. Mepbl 3aMThI OT THPOPMAILMOHHBIX YTPO3 B COL[UAJIBHOM CETH.

Tema 17. @unbTpaius ceTeBoro KoHTeHTa (2 4.)

KomnreiorepHsle mporpammsl (GuiabTpauud oT MHGOpMaluoHHBIX yrpo3 MuHtepHeta. CriocoObl
¢bunpTparus gaHHBIX. [IporpaMmbl KOHTEHTHON (DUITBTPAIUH.

Tewma 18. ITonmutuka nHGOPMAITMOHHOM 0E30MMACHOCTH U €€ OPraHU3allUs B JIOKAJIbHON CETH

(24.)

Hactpoiika 6e30macHOCTH TpynmnoBoil paboThl ¢ MH(OPMALMOHHBIMU pPECypcaMy B JIOKaJIbHOMU
cetu. JlokanpHas moauTHKA 0€30MacCHOCTU. ABTOpU3ALIUA U €€ 3a/1a4H.

HacTtpoiika aynuTa cereBbIx pecypcoB. Pabora ¢ xypHanoM 6e30macHOCTH.

3amuTa JJOKalIbHOU ceTH OT B3ioMa. CHuGp UHT.

6. IlepeuyeHb YUeOHO-METOANYECKOTO 00eciedeHHs IJIsl CAMOCTOATEILHOIH PadoThI
00y4arouUXcs Mo AUCHUILIUHE (MOIYJII0)

6.1 Borpoce! 1 3a1aHus AJI51 CAMOCTOATEIbHOM PadoThI
HsaTerii cemectp (54 4.)
Monayas 1. [IpaBoBble BONIPOCHI 321U THI HHGOPMaLMU B KOMIIbIOTEPHBIX ceTsX (54 4.)
Bun CPC: *BrimonHnenne HHANBUTYATbHBIX 3aJaHUN
[ToaroroBka CUTYyallMOHHBIX 3a/a4 MO MH(OPMAIMOHHOW O€30IMacCHOCTH Ha OCHOBAaHUM
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CTaTeil COOTBETCTBYIOIINX 3aKOHOB U HOPMATUBHBIX akTOB PD. Bo3mMokHbBIE pa3aebl:
Paznen «<ABTOPCKOEITPABO» 'K P® u. IV:
Cratbs 1255. ABTOpckue npaBa

Cratbs 1256. [leficTBHE UCKIIOUUTEIBHOTO NIPaBa HA IPOU3BENEHUS HAyKH, JINTEPATYPbI U
HCKyccTBa Ha Tepputopuu Pocculickont @enepaunu

Cratbs 1265. IIpaBo aBTOpPCTBA U MPABO aBTOpa HA UMSI

Cratpsa 1266. [IpaBo Ha HEMPUKOCHOBEHHOCTh MPOU3BEJACHUS U 3allUTa MPOU3BEIACHUS OT
HCKa)XKCHUI

Crathsa 1267. OxpaHa aBTOPCTBA, UMEHU aBTOpPa M HENMPUKOCHOBEHHOCTH IMPOM3BEIACHUS MOCIE
CMEpTH aBTOpa

Crarbs 1270. UckitountenbHoe IpaBo HA MPOU3BEICHHE

Cratest 1274. CBoOomHOE HCIOJNB30BAaHUE TPOU3BEACHUS B HH(DPOPMAIIMOHHBIX, HAYYHBIX,
Y4eOHBIX WM KYJIbTYPHBIX IEIsAX

Cratbs 1286. JIulieH3MOHHBIN AOTOBOP O MPEAOCTaBICHUM IIpaBa UCIIOIb30BaHMSI IPOU3BEACHHUS
Cratps 1286.1. OrtkpblTass JMIEH3US Ha MCHOJIb30BAHUE IIPOU3BENCHUS HAYKM, JINTEPATYypbl WIIU
UCKYCCTBA

Crarbss  1290. OTBETCTBEHHOCTh 1O JOTOBOPAM, 3aKIOYAaEMbIM  aBTOPOM
npousBenenus Ctates 1295. CinyxebHoe pou3BeIeHNE

Crarbs 1296. [IpousBeneHus, CO3JaHHBIE M0 3aKa3y

Cratess 1297. IlpowsBencHwms, CO3MaHHBIC IPH BBINOJIHCHUH pPabOT TIO
noroBopy Cratbst 1299. Texuuueckue cpeicTBa 3allUThl aBTOPCKUX IIPAB

Cratbs 1301. OTBETCTBEHHOCTh 3a HAapylIEHUWE HWCKIIOYUTEIBHOTO IIpaBa Ha
npousBeaenue Crates 1302. ObecnieueHre ucka Mo JieaM 0 HapyIeHUU aBTOPCKUX MpaB

YK P®:

Cratbs 146. HapyiieHre aBTOPCKUX U CMEXHBIX ITpaB

Cratesa 147. Hapyuienue n300peTaTenbCKUX M MATEHTHBIX
npaB KoAIl P®:

Crartps 7.12. HapymieHue aBTOPCKUX W CMEKHBIX MPaB, U300peTATEICKUX U MATCHTHBIX
mpaB @3 PO «O6 aBTOPCKOM MpaBe M CMEXKHBIX MPaBaAX»:

Cratps 17. IlpaBo noctymna kK Npou3BeIeHUsIM H300pa3uTenbHoro uckyccrna. [lpaBo cienoBanus

Cratps 26. BocipousBeneHne Npou3Be€HUs B JIMYHBIX LENAX 0€3 COoracusi aBTopa ¢ BBIILUIATON
aBTOPCKOT'O BO3HATPaXkICHUS

Cratbs 39. Hcnonb3oBanue (OHOTpaMMbl, OMYOJIMKOBAaHHOH B KOMMEpPYECKHX LEsIX, 0e3
coryacus Mpou3BoauTeNs (POHOrpaMMbl U UCTIOTTHUTENS

Cratest 48. HapymeHue aBTOPCKUX UM CMEXKHBIX ImpaB. KoHTpadakTHble 3SK3eMILISApEHI
Npou3BeACHUs U (POHOrpaMMBbI

Cratbs 49. I'paxk1aHCKO-TIPaBOBBIE CITOCOOBI 3aIIMTHI ABTOPCKOTO MPaBa U CMEXHBIX MPaB
Paznen «<MHTEJUIEKTY AJIBHAA COBCTBEHHOCTDb»
'K PD:

Cratbs 1246. I'ocynapcTBEeHHOE peryiupoBaHie OTHOIIEHUH B cdepe HHTEIEKTyaaIbHON
COOCTBEHHOCTH

YK P®

Cratbs 159.6. MomenHnyecTBo B chepe KOMIbIOTEPHOI MHpOpMau

Pazzen «[IPECTYIIEHUS B COEPE KOMITbIOTEPHOM MH®OPMAILIMN» YK P®
Cratbs 272. HerpaBoMepHBIi JOCTYT K KOMITbIOTEPHON HHpOpManuu

Crates  273. Co3paHue, HCHOJB30BAaHME M PACHPOCTPAHEHUE  BPEIOHOCHBIX
KOMIIBIOTEPHBIX ITPOTrpaMM

Cratpsa 274. Hapymenue npaBusl SKCITyaTallid CPEACTB XpaHEHHUs, oOpaOOTKM WM Tepeadu
KOMIBIOTEPHOI MH(pOpMaIK 1 HHPOPMAITMOHHO-TEIEKOMMYHHKAIIMOHHBIX CeTel

Paznen «TPECTYIIJIEHUS ITIPOTUB I'OCYJIAPCTBEHHOM BJIACTU»
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3akoH P® «O rocynapcTBeHHOU TaiiHE»

Cratbs 5. [lepeueHs cBeieHMI, COCTABIAIOIIMX FOCYIapCTBEHHYIO TallHy

Cratpsa 16. BzauMHas nepenaya CBEAEHU, COCTABISAIONIMX TOCYJapCTBEHHYIO TaliHy, OpraHamMu
rocyJAapCTBEHHOM BIACTH, MPEAIPUITUIMU, YUPEKICHUSIMU U OpraHU3aLUSIMHU

Crates 19. 3ammura cBeACHUN, COCTABISIONIMX TOCYAApPCTBEHHYIO TailHy, MPU H3MEHEHUHU
GbyHKIME CyOBEKTOB ITPAaBOOTHOIICHUI

Cratbs 21. JJonyck TOKHOCTHBIX JIMI] U TPaXJIaH K TOCYJapCTBEHHOM TaliHe
Cratbs 21.1. OcoOblii MOPSIOK AOMYyCKa K TOCYJIapCTBEHHON TaiiHe

Crarbs 22. OcHOBaHUA JJI1 OTKa3a JAOJDKHOCTHOMY JIMIY WJIM TPaXKJIAHHUHY B JOMYCKE K
roCyZapCTBEHHOU TaliHe

Cratbs 24. OrpannyueHus IpaB JOJKHOCTHOI'O JIMLA WM FPaKAAaHWHA, JONYLIEHHBIX WIN paHee
JOITYCKaBUIMXCS K TOCYAapCTBEHHOU TaliHE

Cratbs 26. OTBETCTBEHHOCTh 3a HapylIEHHUE 3aKOHOAaTenbCcTBa Poccuiickoit denepanuu o
roCyZapCTBEHHOU TaliHe

YK POD:

Crarbs 283. Pa3rnamenue rocyaapcrseHHo TaiiHbl Ctatbs 275. ['ocyaapcTBeHHas H3MeHa

Cratbs 276. llInuonax KoAll PO:

Crarbs 7.31. Hapymienue nopsiika BeJIeHUsI peecTpa KOHTPAKTOB, 3aKIOYEHHBIX 3aKa3uYUKaAMH,
peecTpa KOHTPAKTOB, COJEPIKAILLEr0 CBEACHHUSA, COCTABJSAIOIIME TOCYIapCTBEHHYIO TailHy, peecTpa
HEZ00POCOBECTHBIX MTOCTABIIUKOB (TOAPSIUMKOB, UCIIOJIHUTEIIEH)

ANTopuTM pa3pabOTKH 3a/1a4H:

1. BoiOpaTh ¥ U3y4UTh CTATHIO U3 HOPMATUBHOI'O aKTa.

2. Ilpoananu3upoBaTh MaTepHajbl caiToB, Hanpumep, http://itsec.ru, Ha mpeaMer HakazaHHs
3 HapymieHus B cepe nHOPMAITMOHHONW O€30MaCHOCTH.

3. Pa3pabotarh cuTyauHoOHHYIO 33734y U NPUBECTU €€ pelleHUE ¢ yKa3aHHMEeM HOPMAaTHBHBIX
aKTOB, HAa KOTOPBIE OCYLIECTBIISUIACH OIIOPA.

IIpumep 3anaum:

I'paxxnanuH MBaHOB cO3/1a1 aHTUBUPYCHOE IIPOrPaMMHOE CPEICTBO IO Ha3BaHueM « EFVIvy
3aperucTpupoBai Ha Hero cBou mpasa. 20.09.2017 3TOT rpaxaaHuH 3aKJIIOUUIT JOTOBOP C KOMITAHUEH
« Saransk-IT» u nepenan cBou UMyILIECTBEHHBIE [TpaBa HAa PacpOCTPAHEHHE CBOEr0 IPOrPaMMHOI0
IIPOAYKTa CPOKOM Ha ofuH rof. Ilocie 3akinroyeHus 4oropopa KOMIIAHUS
«Saransk-1T» nepenponana as pacupoctpanenus Bepcuto nporpammsl «EFVIvy apyr komnanuu 6e3
BEJIOMa aBTOpA.

MMeet 11 MECTO B TaHHOM CUTYyallMy HapyLIEHUE aBTOPCKOTO IpaBa rpaXk1aHuHa
NBanoBa?

Pemenue.

Cornacnao Craten 1270 I'K P®:

ABTOpPY NPOM3BEACHUS WJIH WHOMY IIPABOOOJIAIATEIIO MPUHAICKHUT UCKIIOYHTEIHLHOE TPaBO
UCIOJIb30BaTh MPOM3BEJCHUE B COOTBETCTBUU CO cTaThel 1229 Hacrosimero Konmekca B mo6oit hopme
1 JII0OBIM HE MPOTUBOPEYAIINM 3aKOHY CIIOCOOOM (MCKIIOYHTENLHOE MPaBO Ha MPOU3BEACHHE), B TOM
quclie crnoco0amMu, YKa3aHHBIMM B TyHKTe 2 Hacrosmied ctateu. I[IpaBooOnamarens MOXKeET
pacTopsKaThCs HCKITFOUYUTEIIBHBIM TIPABOM Ha IPOU3BE/ICHHE.

2. Hcnonb30BaHWEeM  TPOW3BENECHUS  HE3aBUCUMO OT  TOTO, COBEPIIAIOTCS  JIU
COOTBETCTBYIOIINE JCHCTBUSA B IENSIX H3BJIICUCHUS TPHOBUIM WU O3 TaKoW I, CUHUTAETCS, B
YaCTHOCTH:

2) pactpoCTpaHEHHE MPOM3BEIACHUS MyTeM MPOJAKH HIM HMHOTO OTYYKJCHHUS €ro OpUTHHAJA
WJTH 9K3EMILISPOB;

TakuM 00pa3oM, B JaHHOM cCllydae MMEET MECTO HapylIeHHUE aBTOPCKOrO IpaBa TpaxJTaHWHA
HBanosa.

Mopnyas 2. IIporpaMmMHbIe cpeAcTBa U cepBHUChI ceTu IHTepHeT 10 3amuTe HHpOpManuu
(27 u.)

Bun CPC: *BeinonHeHrne MHANBUIYATbHBIX 3aIlaHUI
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CXEMA OOOPMIJIEHU A OITMCAHUMA TTPMJIOKHEHUA U1 OPTAHU3 AL

MHO®OPMAILIMOHHOM BE30ITACHOCTH HA KOMITBIOTEPE

O6ume cenenus (20 6amnoB) HazBanue npuiiosxeHus:

IIpousBoguTens:

CallT npou3BOAUTENS:

Heo6x01uMoCTh HHCTAILISIIUY (J1a/HET)

TpeboBaHus K onepaiiOHHON cucTeMe U anmapatHeiM pecypcam [1K:

OO6HoBIeHUE (PYUHOE/aBTOMATHYIECKOE)

Tun npunoxenus (OeciaTHOE, YCI0OBHO-0€CIIIIATHOE, JINLEH3MOHHOE) DYHKIIMOHAIbHbBIE
BO3MOKHOCTH:

Onwucanue npunoxxeHus (35 6aioB) CKPUHIIOT MPUIIOKEHUS

Ornucanue MyHKTOB MEHIO prutoxkeHus: Hactpoiika npuioxenus (45 6amnor) Onucanue
HACTPOMKHU IPUIIOKEHUS Ha paboTy

Omnwucanue 3TanoB padoThI C MPHIIOKEHUEM 0 00ecTieueHHIO HH()OPMAIIMOHHON 6€30MaCHOCTH Ha
KOMITBIOTEPE

CrnucoK NpUIOKEHHH I PpAaCCMOTPEHUS
MeskceTreBbie SKpaHbl (CO BCTPOCHHBIM U 0€3 BCTPOSHHOTO aHTUBUPYCA)

AVG Internet Security
ViPNet Personal Firewall
BitDefender Total Security
Norton Internet Security
F-Secure Internet Security
Antiy GhostBusters

eScan Internet Security
Suite Agnitum
Outpost Firewall Pro

Jetico Personal Firewall
Core Force
Privatefirewall

PC Tools
Firewall Plus

[TporpaMMbl NPOAKTUBHOM 3alllMTHI U 3alIUTHI OT MIMUOHCKUX nporpamm WinPatrol
Ad-Aware SUPERAnNtiSpyware Spyware Doctor AVZ

Windows Defender Spybot - Search & Destroy Spyware Terminator HijackThis

Spy Sweeper SpywareBlaster

Cucremsl 0OHapyxeHus BropxkeHus Anti-keylogger

Protector Plus

MOXHO BBIBPATH CBOU ITPOTPAMMHBLIE CPEJICTBA, HE YKA3AHHBIE BbIIIIE!
Iecroii cemectp (54 4.)

Monayasb 3. [IpakTudyeckue BONPOCHI OpraHu3anuv HUHGOPMANMOHHOM 0€301ACHOCTH
B KOMIIBIOTEPHBIX ceTsX (27 4.)

Bun CPC: *Brinonnenne naauBuayansabix 3agannii CXEMA OPOPMIJIEHU A OITMCAHUA
I[MTPUJIOXXHEHMA JUTA OPTAHU3ALINMN
MHOOPMAIIMOHHOM BE30ITACHOCTH HA KOMIIBIOTEPE

O6mue ceeaenus (20 6annos) Hazpanne npuimoxeHus:

IIpousBoauTens:

CailT mpon3BOAUTENS:

Heo06xo1uMocTh HHCTAIISIUY (Ja/HET)

TpeboBaHus K onepaiioHHON cucTeMe U annapatHeiM pecypcam [1K:
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OO6HoBEHUE (PYUHOE/aBTOMATUYECKOE)

Tun npunoxenus (OecmiaTHOE, YCIOBHO-0ECIIIaTHOE, JINIIEH3MOHHOE) DYHKIIMOHAIBHEBIE
BO3MO>KHOCTH:

Onucanne npunoxenwns (35 6amioB) CKpUHIIOT TPUITIOKEHUS

Ornucanue MyHKTOB MEHIO pritoxkeHus: Hactpoiika npuioxenus (45 6amnor) Onucanue
HACTPOMKHU MPUIIOKEHUS Ha paboTy

Omnwucanue 3TanoB padoThI C MPHIIOKEHUEM 10 00ecTieyeHHI0 HH(HOPMAITMOH-HON 0€301macHOCTH
Ha KOMIIbIOTEPE

CHuCOK IpHIIOKEHHUH I paCCMOTPEHUSI AHTHBUPYCHBIE MPOTPaMMbI U YTHIIMTHI Trojan
Remover

McAfee AVERT Stinger

RogueKiller

Trojan Killer

Immunos

Emsisoft Anti-Malware
Remove Fake

Antivirus GMER
AntiSMS

Norman Malware Cleaner
AVG Anti-virus

Free Edition

Dr.WEB

Curelt!
RegRun Reanimator Avira Free Antivirus FreeFixer
Comodo AntiVirus
Microsoft Malicious Software Removal Tool DefenseWall HIPS
Trend Micro RootkitBuster ClamWin
ClamAV
Malwarebytes Anti-Malware NANO AnTrBupyC
Anti Trojan Elite PC Tools AntiVirus Online Armor VirusBuster TrojanHunter Prevx CSI
REMSES
The Cleaner
[Tporpammel 1t BoccTaHOBIEeHUS JaHHBIX FineRecovery
FBackup DiskDigger
MiniTool Power Data Recovery CardRecovery
Recuva UndeleteMyFiles FileRescue Pro R-Studio
Recover My Files Active@ UNDELETE
3amura aereit ot uaTepHeT yrpo3 CTracker Pro
PC TimeWatch Power Spy Kidlogger iProtectYou Pro
MOXHO BBIBPATH CBOU ITPOTPAMMHBLIE CPEJICTBA, HE YKA3AHHBIE BbIIIIE!
Mogayasb 4. IIpo6ieMbl HHPOPMALIMOHHOM 0€30NTACHOCTH B COBpeMEeHHOM o0mecTBe (27 4.)
Bun CPC: *[loaroroBka K mpOMEKyTOUYHOM aTTeCTaIluu
HOBTOpI/ITB BOIIPOCHI, CBA3aHHELIC C OpTaHHBaHHCﬁ 0Oe30macHoOM pa60TBI BB KOMHLIOTCpHOfI CCTH.

7. TeMaTHnka KypcoBbIX padoT(IIPOEKTOB)
KypcoBbie paboThI (ITPOEKTHI) 1O TUCHHUILIMHE HE MPEyCMOTPEHBI.

8 OueHo4HbIe cpecTBA /sl IPOMEKYTOYHOM aTTeCcTallMu
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81 KommnereHuuu u 3Tanbl GopMUPOBAHUA

Kozas! komnereHuui Otansl GOpMHUPOBAHUS
Kypc, dopma Mopynu ( pa3iesnsl) TUCITATITAHBI
CEMECTp | KOHTPOJIS
IK-1 3 Kypc, 3auer Monyisb 1:
[TpaBoBbIe BOMPOCHI 3alIUTHI HHGOPMAIUU B
[TaTe1i1 KOMITBFOTEPHBIX CETSIX.
ceMecTp
I1K-3 3 Kypc, 3auer Monyib 2:
[IporpammHBbIe CpEeICTBA U CEPBUCHI CETH
[TaTe1it WNHuTepHeT no 3ammute HHPOPMAIIUH.
ceMecTp
IK-1 3 Kypc, 3auer Monyisb 3:
[TpakTHueckue BOIpOCkl OpraHu3aluu
[lecrout nH(pOpMaIMOHHOM 0€30IMaCHOCTH B
ceMecTp KOMITbIOTEPHBIX CETSX.
I1K-3 3 Kypc, 3auer Monyis 4:
[IpoGnembl nHGOPMAIIMOHHON O€30ITaCHOCTH B
[ecroit COBPEMEHHOM OOIIECTBE.
cemMecTp

Ceenenus 00 MHBIX JUCIUIUIMHAX, YYACTBYIOIINUX B (OPMUPOBAHUU JAHHBIX KOMIICTCHIIUN:
Komnerenmus OK-3 dhopmupyercs B mporiecce u3ydeHus TUCIUTUINH:

BBoanblii kypc maremaruku, I'eomerpusi, EcrecTBeHHOHay4yHas KapTHMHA MuUpa, 3aluTa
uHbopMaMd B KOMIIBIOTEPHBIX ceTsiX, MHdopmanumonnas Oe3onmacHOcTh B 00pa3oBaHMH,
WNHdpopmanoHHbIEe TEXHOJIOTMU B oOpa3zoBaHuu, Mcropuss maremaTnku, OCHOBBI MaTeMaTHUYECKOM
00paboTku nHbOpMaIUH.

Komnerennus [1K-1 popmupyercs B npouecce U3y4eHus: AUCHUIUINH:

3D wmopenupoBanue, Anredpa, BBonanblii kypc Mmarematuku, BHeypouHas AesTenbHOCTDH
yyamuxcs 1no uHdopmartuke, ['eomerpusi, 3agaun ¢ mapaMeTpaMud M METOJbl MX pELIeHHus, 3almra
uHpOpMallMi B KOMITBIOTEPHBIX ceTsiX, VHTepHeT-TexHonoruu, MHpopmannonHas 0e30macHOCTb B
obpa3zoBanuu, Mudopmainmonnsle cucremsl, VICKyCCTBEHHBIH HMHTENJIEKT W 3KCIEPTHBIE CHCTEMBI,
HccnenoBatenbckass U NMpPOEKTHasl JESATENIbHOCTh B OOydyeHUM MaremaTuke, lccienoBaTenbckas u
MPOEKTHas JESITeNbHOCTh yyammxcs 1o wuHpopMatuke, Vcropuueckuid mnoaxoJ B 00y4eHHH
MaTematuke, KoMrnereHTHOCTHBIN Moaxoa B 00yueHun MatemaTrke, KomnbroTepHas anreopa,

Komnelotepnast rpaduka, KommbprorepHoe MozgenupoBanue, KommbploTepHbsle — cerw,
Matemarnueckuil aHanu3, MaTemaruueckoe MojeiaupoBaHue, Meroaunka oOydeHus HHPOpPMATHKE,
Metonuka oOydyeHuss mareMatuke, MeTonuka oO0y4yeHHS MaTeMaTHKe B MPO(UIBHBIX Kiaccax,
Mertononoruss oO0ydyeHuss MaremMaTtuke, MeToJabl aKCHOMAaTHYECKOrO IOCTPOCHUS airedpandecKux
cucreM, Meroabl pemenus 3agady [MMA no matemaruke, MeTozpl pemieHus 3agad 1no nHpopMaTuke,
MognenupoBanue B CUCTEMaxX [IUHAMUYECKOW MaremaTuky, HecranmapTHele METOABI pELIEHUs
MaTemMaTuueckux 3ajgad, OOmas Teopus JUHEHHBIX ONEpPaToOpoB MU €€ MPWIOKEHHE K PEHICHHUIO
reoMeTpuyeckux 3anad, OnTUMHU3anus U NPOJABHKEHUE CalToB, , [IpakTHKyM 1o MHGOPMAMOHHBIM
texHonorusiM, IlpenmuruiomHas mnpaktuka, [IpumeHeHue cucTeM [WHAMUYECKOM MaTeMaTHKH B
obpazoBanuu, IIporpammupoBanue, IlpoekTupoBaHme B  CHUCTeMax  aBTOMAaTH3MPOBAHHOIO
npoekThupoBanus, [IpoexkTupoBanue  HH(pOpMALMOHHO-00pa3oBaTeNnbHOH  cpensl, Pa3paboTka
npunoxenuid B Microsoft Visual Studio, Pa3zpaGoTka 31ekTpoHHBI 00pa3oBaTEIbHBIX PECYPCOB U
METOJIMKA UX OLIEHKH, Peanu3zanusi mpuKIaJHOW HalpaBIEHHOCTH B O0y4eHUH MmaTteMmartuke, Pemienue
3a/lad TIOBBIIIEHHOTO YpPOBHSI CJOXKHOCTU Mo anredpe, PemieHue 3agad MOBBIILIEHHOTO YpPOBHS
CJI0)KHOCTH 10 TeoMeTpuH, Perienne omuMnuaaHbIx 3a1a4 no nHpopmaTtike, CBOO0IHOE TPOrpaMMHOE
obecrieyenrne B oOpa3oBaHuM, CBOOOIHBIE MHCTPYMEHTANbHBIE CHCTEMBbl, CHCTEMBI KOMIBIOTEPHOU
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MatemaTuku, COBpEeMEHHBIE CpPEICTBA OLIEHWBAHUS PE3yNbTaTOB OOyueHHus, TeopeTHuecKkue OCHOBBI
uHpopmatuku, Teopus psIoB U ee npuiiokeHus, TexHonorus o0y4eHuss MaTeMaTH4eCKUM MOHSATHSIM B
mrkosie, TeXHOJIOTHs 00y4YeHHs yYalluXcsl PEIICHUI0 MaTEMaTHYeCKHUX 3a/1a4, TeXHOIOorHs pa3paboTku
¥ METOJIMKA MPOBEICHUS JJICKTUBHBIX KypcOB Mo MaTemaruke, Ousuka, @opMbl U METOIBI PabOTHI C
OJIapEHHBIMU JIETbMU IO MareMaTuke, YHCIIeHHbIE METO/Ibl, JJIeMEHTapHasi MaTeMaTUKa, JJIEMEHThI
KOHCTPYKTHUBHOI r€OMETPHUH B IIKOJIHLHOM Kypce MaTeMaTHKH, JJIEMEHThI (DYHKIIMOHAIBHOTO aHaJIH3a.

Komnerenmus [1K-4 hopmupyercs B mporiecce U3y4eHuUs AUCIHUTUINH:

3D mopenupoBanue, 3ammra uHGOPMAIMU B KOMIIBIOTEPHBIX CeTSAX, VHTepHET-TEeXHOJIOIHH,
Wudopmannonnas 6e3omacHOCTh B 0Opa3zoBanuu, MHpopmanmonnsie cuctemsl, VccnenoBarenbekas
U TIPOCKTHas JEATEIBHOCTh B OOydeHMu maremaruke, KowmmbroTepHas rpaduka, KommbroTepHoe
MonenupoBanue, Komneiotepusie cetu, MaremaTtudyeckoe MoJenupoBaHue, MeToauka o0O0ydeHUs
unpopmaruke, Metoquka oOyueHusiMaTeMaTHke, Meroauka oOydeHHs] MaTeMaTHKe B MPOQUIbHBIX
Kiaccax, Meroauka nmoarotToBku yvamuxcs k ['MMA o uadopmaruke, Metons! pemenuns 3agad [ MA no
MaTemaTtuke, MeTopl peneHus 3a1ad o napopmaruke, MoaenupoBaHue B CHCTEMax JHHAMHYECKON
MareMatuku, HectangapTHble METObI pemieHuil  mMaremMaTHdeckux 3amad, OntuMuzanus u
IIpOJABMKEHUE  calToB, llemarornueckas mnpakrtuka, IIpakThka 10 IOJYyYEHHIO IIEPBUYHBIX
npodeccHoHaNbHBIX YMEHUN M HaBBIKOB, B TOM YHCJI€ NEPBHUYHBIX YMEHUN M HABBIKOB HAy4YHO-
UCCIIEIOBATENBCKON AesTenbHoCcTH, [IpakTika mo monxydeHuro npodecCHOHANbHBIX YMEHUN U OMbITa
npodecCHOHATEHOM JesTeNbHOCTH, [IpakTrKyM 10 MHOOPMAMOHHBIM TeXHOJIOTHAM, [IpenaummmomMaas
MpakTuka, [[pumeHenne cucreM AMHAMUYECKONM MareMaTWKud B oOpa3zoBanuu, lIporpammupoBanue,
[IpoexkTupoBanue B  CHUCTEMax  aBTOMAaTHU3UPOBAHHOTO  MpOEKTHpoBaHus, [IpoekTupoBaHue
uH(popMalnoHHO-00pa3oBaTenpHOl cpeabl, Paspaborka mnpunoxenuit B Microsoft Visual Studio
Pa3paboTka >1MeKTpOHHBIX 00pA30BaTENBbHBIX PECYpCOB M METOJUKAa HX OILIEHKH, Pemienue 3amau
MOBBILIEHHOTO YPOBHS CJIOXHOCTHU Mo anredpe, Pemienue 3a1a4 MOBBIIEHHOTO YPOBHS CIOXHOCTHU IO
reoMeTpud, Perenre onmuMnuaaHeix 3a0a4d mo uapopmaruke, CBoOOAHOE IpOorpaMMHOE 00ecIIeYeHHE B
obpazoBannu, CBOOOJHBIC HHCTPYMEHTAJIbHBIE CHCTeMbI, CHCTEMBI KOMIIBIOTEPHOH MAaTEMAaTHKH,
Teopernueckne ocHOBBI HH(pOpMATHKH, TeXHOIOTHS pa3pabOTKA U METOAHMKA MTPOBEICHUS AICKTHBHBIX
KypcoB 1o uH(popMaTHKe, TeXHONOorus pa3paboTKu U METOAMKA MPOBEIEHUS IEKTUBHBIX KYpPCOB IO
Matematuke, Ousnka, opMbl U METOIbI pabOTHI C OJIAPEHHBIMU JIE€TbMHU MO MaTeMaTHke, YucieHHble
METO/BI.

82. INoka3arenu u KPpUTEPUHU ONCHUBAHUSA KOMHeTeHHHﬁ, INKAJbl OCHUBAHUSA

B paMkax wu3y4aeMOW [OHUCLMIUIMHBI CTYJEHT JEMOHCTPUPYET YPOBHM OBJIAJECHUSA
KOMITETCHIIMSIMU:

I1oBBIIIEHHBIN YPOBEHD:
3HACT M INOHUMAET TEOPETUYECKOE COJEPKAHUE IUCLUILIMHBI; TBOPYECKH HMCIOJIB3YET pECypChl
(TexHoOJOTMM, CpEeNCTBA) Ul PElIeHUs Mpo(ecCHOHANBHBIX 3aJay; BIIAJCeT HaBbIKAMH PEIICHUs
MIPaKTUYECKUX 3a]1a4.

ba30BbIi ypOBEHSB:
3HaeT ¥ MOHHMMAET TEOPETUYECKOE COAEpkKaHHUE; B JIOCTATOYHOM CTENeHH C(HOPMUPOBAHBI YMEHUS
IPUMEHSTh Ha NMPAKTUKE U MEPEHOCUTh M3 OJHOW HAay4HOM 00JIaCTH B JPYTyI0 TEOPETUUYECKHE
3HAHUS; YMEHHUS M HABbIKU JIEMOHCTPUPYIOTCS B y4eOHOW M MPaKTUYECKOW NeATEIbHOCTH; UMEET
HaBBIKM OIICHMBAHUSI COOCTBEHHBIX JOCTIIKEHHI; yMEeT OmpenensTh npobjaeMbl U MOTpeOHOCTH B
KOHKPETHOU 00J1acTH MpOoeCCHOHATBHON 1EATEIHOCTH.

IToporosslii ypOBEHb:
IIOHUMAEeT TEOPETUYECKOE COAEPIKaHUE; UMEET MPEACTaBIEHUE O IIPoOIeMax, MPoLeccax, SBICHUSIX;
3HAKOM C TEPMUHOJIOTHEH, CYIIHOCTBIO, XapaKTEPUCTUKAMU U3Y4YaeMbIX SIBICHUH; JEMOHCTPUPYET
NpaKTUYeCKHe YMEHHMS TNPUMEHEHUs 3HAHUH B KOHKPETHBIX CHTyalUsAX HpoQecCHOHATbHOM
JIeATEITbHOCTH.

YpoBeHb HUXKE TOPOrOBOTO:
UMEIOTCs MpoOeNbl B 3HAHUAX OCHOBHOTO Y4E€OHO-IIPOTPaMMHOIO MaTepuaia, CTyJIEHT JONMYCKaeT
NPUHIUIHAIBHBIE OIIMOKH B BBIMOJIHEHUH MPETYCMOTPEHHBIX MPOrpaMMOi 3aJJaHUi, HE CIIOCOOEH
MPOJOKUTh 00YYeHHE WU MPUCTYNUTh K MPOPECCHOHATBHON NEATENbHOCTH MO0 OKOHYAHUU By3a
0€3 IOTOJIHUTENBHBIX 3aHATUH 110 COOTBETCTBYIOIIEH AUCIUIINHE.
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YposeHb [IIxana oueHUBaHUS AJIsI MPOMEKYTOUHOM [xana oneHUBaHUS
c(OpMHUPOBAHHOCTH aTTecTaluu no bPC
KOMITETEHIINH 3auer
[ToBbIIEHHBIN 3a4TEHO 90 - 100%
bazoBbrit 3a4TEHO 76 —89%
[ToporoBsrii 3a4TEHO 60 — 75%
Hwxe noporosoro HE 3a4TEHO Hwuxe 60%

KpI/ITepI/II/I OIIEHKY 3HAHUM CTYACHTOB 11O JUCIHUIIIIMHE

Ormenka TTokaszarenu

3auTeHo CryneHt 3HaeT: pyHAaMeHTaIbHbIE TOHATHS HHPOPMALMOHHOM
0e30macHOCTH; acTIeKThl HH()OPMAMOHHOM 0€301aCHOCTH; OCHOBHBIE
MOJIXO/Ibl K pa3paboTKe NOJUTHUKY MH(POPMALIMOHHOM 0€3011aCHOCTH;
HOPMAaTHBHO-TIPABOBBIE JOKYMEHTHI Ha BCEX TOCYIapPCTBEHHBIX YPOBHSIX,
pe-TIaMEHTHPYIOIINX OpPTraHU3alHIo 3auuThl HHGopManuu B PO;
(GyHKIMOHAJ anmapaTHO-IPOTPAMMHOTO 00ECTICUSHHSI U CEPBUCHI
WHTEpHET ¢ 1enbio OpraHu3aluy 3alIUThl KOMIBIOTEPHOH HH(OpMAIIH B
npouecce NpodhecCHOHANBHON AEATEILHOCTH; IIPABUIIA IIPEI0CTEPEIKECHHS
OT MHTEPHET-MOIICHHUYECTBA; OCHOBHBIE CIIOCOOBI 3aIINTHI
KOMITBIOTEPHOH HH(OpMaIym; criocoObl m(pOBaHUs JAHHBIX

Brageer cpencrBamu oGecrieueHust ”HPOPMAIIMOHHOM 0€30IacCHOCTH IPU
paboTe 3a mepCOHANTBHBIM KOMIIBIOTEPOM U B KOMITBIOTEPHBIX CETSIX;
KPHUIITOrpapUIeCKUMHU METOIaMH 3aIIUTHl HH)OPMALIUH;, METOaMH
OpraHu3aIui KOMIUIEKCHOW 3alIUThI HH(OpMAIMK (KOMITBIOTEPHOM,
KOH(HICHIIHATHHOI )

Hezaureno CTy,Z[CHT ACMOHCTPUPYCT HEC3HAHNUC OCHOBHBIX MOHATHUH COACPIKAHUMA
JAUCIMITIIMHBI, 06H3py‘)KI/IBa${ CYHICCTBCHHBIC HpO6€J’II>I B 3HAaHHAX
yqe6Hor0 Marepuraia, J0IyCKacT NPUHIUIIHAJIbHBIC OIIMOKHU B
BBITIOJTHCHUH MMPAKTHYCCKUX 3aHaHI/II\/JI; 3aTPpyAHACTCA ACIaTh BBIBOJBI U
OTBCUATb Ha JOTIOJHUTCIIBHBIC BOIIPOCHI ITPETIOAABATECIIA.

83 Bomnpocsbl, 3a1aHUs TEKYLET0 KOHTPOJIS
Monyns 1: IIpaBoBble BOIpOCH! 3alIUThl HH(POPMAIIUU B KOMIIBIOTEPHBIX CETIX
[1K-1 roTOBHOCTBH peain30BBIBaTH 0Opa30OBaTEIbHBIE MPOrpaMMBbl 10 y4EOHBIM IpeaMeTaMm B
COOTBETCTBHUH C TpeOOBaHUSMHU 00pa30BaTENbHBIX CTAH/IaPTOB

1. [Ilepeuncnure HOPMATUBHO-TIPABOBBIE AaKThl, perjJaMeHTHUpYOIIME oOpalleHue C
MepCOHANBHBIMU JaHHbIMU. [IpuBeanTe MprMephl BHYTPEHHUX HOPMATUBHBIX aKTOB Ha MPEIIPUSITUU O
MEPCOHAIBHBIX JaHHBIX.

2. PackpoiiTe nonsTHe «MHPOpMaLMOHHAs Oe3omacHOCThY. [IpuBeauTe npuMepsl HapyIIeHUs
MH(POPMAIMOHHOM 0€30MacCHOCTH Ha MPEANPHUATHH.

3. [aiite TmOHATHE TOJUTHKH WHPOPMANMOHHOW Oe3omacHOCTH. Omnummre CcrnocoObl
OpraHu3aIMK MOJUTUKH HH(POPMALIMOHHOM 0€30MaCHOCTH Ha MPEANPHUITHH.

4. Pacckaxutre O TMPOrpaMMHBIX  CpEACTBAaX, HCIOJB3YEeMBIX JUIsl  OpraHU3alMH
MH(POPMAIIMOHHOM 6€30MacHOCTH MpH paboTe Ha KOMIIbIOTEpE.

5. Pacckaxxute 0 OPOrpaMMHBIX  CpPEACTBAaX, HCHOJB3YEMBIX Ui  OpraHu3aluu
nH(OPMALIMOHHON 6€30MacCHOCTH MPHU paboTe B KOMIIBIOTEPHOI CETH.

Monyns 2: IIporpaMMHbI€ CpeCTBa M CEPBHUCHI ceTH MIHTEpHET 1o 3amuTe nHpopManuu
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[1K-3 cmocoOHOCTBIO pemaTh 3aJayd BOCIHUTAHUSA W JyXOBHO-HPABCTBEHHOI'O pPa3BUTHS,
oOydJaronuxcs B yueOHOUM ¥ BHEYUYEOHOM NeITeTbHOCTH

1. Ilpoananusupyiite ¢HailToOOMEHHBIE CHCTEMBbl Ha TPEIAMET HAJIWYHUsS TMPUIIOKCHHHA TI0
OpraHu3any HHPOPMAIMOHHOIN 0€3011acHOCTH.

2. W3yuute BONpPOC YCTAaHOBKU CHEIHAIM3UPOBAHHBIX MPHIOKEHUH MO 00eCTeyeHUIo
MH(POPMAIIMOHHOHN 0€30MacHOCTH Ha KOMITBIOTEPE.

3. PaccMmoTpuTe TEXHOJOTHIO BBIOOpAa MPOTPAMMHBIX MPOAYKTOB [UIsl OOecreyeHus
MH(POPMAIIMOHHOH 0€301MacHOCTH.

4. OxapakTepusyiiTe OpraHu3allMOHHbIE Mepbl 3allUThl HHDOpPMAUU Ha MPEANPUATHH.
O6ocHyiiTe OCHOBHBIE MEPOIIPUATHUS IO 00ECTICUCHNIO0 HHPOPMALIMOHHOM OE30MaCHOCTH.

5. Packpoiite nousatue «cereBoi atakuy». [IpuBenuTe mpuMepsl CETEBBIX aTak HA KOPIOPATUBHYIO
CeTh. YKAXUTE IIyTU MPOTUBOICUCTBUS CETEBBIM ATAKAM.

Monynsb 3. [IpakTuueckue BOIpOCkl OpraHu3aluy HHHOPMaMOHHON 6€30MacCHOCTH B
KOMITBIOTEPHBIX CETAX

[1K-1 roTOBHOCTBIO peatn30BHIBaTh 00pPa30BaTEIbHBIEC POTPAMMBI IO YUEOHBIM MTPEIMETaM B
COOTBETCTBHUH C TPeOOBAaHUSMHU 00pa30BATENbHBIX CTAH/IAPTOB

1. Packpoiite mnoHATHE «HMH(DOPMAIIMOHHAS YIpoO3a» C TMO3UIUH MpOOJIeMbl OOECTIeYeHHUs
nH(OpMaLMOHHON 6e30MacHOCTH Ha MpeanpuiaTun. OXxapakTepu3yiuTe BUABI YIPO3, IPUBEIUTE PUMEPHI.

2. Packpoiite CyTh HOPMaTHBHO-TIPAaBOBOT'O aCTEKTa 3aIlIUTHl MHPOPMALIUU HA TIPEAPUSTHH.

3. PackpoiiTe agMUHHCTpaTUBHBIE BOIIPOCHI, PErIaMEHTHPYIOIIHNE IEATEeIbHOCTD MPEANPUATHUS 110
opraHu3any HHPOPMAIIMOHHON 0€301TacHOCTH.

4. OxapakTepusyiTe OpraHu3allMOHHBIE MeEphl 3allUThl HMHQOPMAIMH HA MPEANPUSTHH.
O06ocHYyliTe OCHOBHBIC MEPOIIPUSATHS 110 00eCTIeYeHNI0 HH()OPMAITMOHHOW OE30ITaCHOCTH.

5. PackpoiiTe nonstue «ceteBoi araku». [IpuBenure npumMepsl CETEBBIX aTaK Ha KOPHOPATHUBHYIO
CeTh. YKaXUTE IMyTH IPOTHBOACHUCTBUS CETEBBIM aTaKaM.

Monyns 4. [IpoGnembl nHGOPMAITMOHHON 0€30MaCHOCTH B COBPEMEHHOM OOIIIECTBE

1IK-3 cnocobnocmuio pewamsv 3a0auu 8OCNUMAHUS U OYXOBHO-HPABCMBEHHO20 DPA36UMUS,
00yuarwuxcs 8 y4ebHoul u 6HeyueOHOU OestmelbHOCmU

1. OxapakTepu3yiTe TEXHOJOTHUECKUE MEPhl HH(POPMAITMOHHOW 0€30IMacCHOCTH Ha NPEANPUSITHH.
ObocHy¥Te Ki1accu(PUKaIMIO CPEICTB TEXHOJIOTHUECKOM 3aIUThl HHPOpPMAIIHHU.

2. Onumure TEXHOJOTUIO (QYHKIMOHUPOBAHUS OpaHAMay’poB. PackpoiiTe TEXHOIOTHIO
HACTPOWKH OpaHIMaydspa Ha MPUMEpPEe KOHKPETHOTO MTPHUIIOKECHHS.

3. Pacckaxkute 0 MPOAKTUBHBIX CUCTEMAaX 3allMThl KOMIbIOTepa. [IpuBeanTe npumMepsl mporpaMmm
JaHHOTO KJIacca.

4. TlpuBeaute cmocoObl HECAHKIIMOHUPOBAHHOTO IPOHUKHOBEHHS Ha CETEBOM KOMIIBIOTED
MPEINPHUATHS K PACCKAXKHUTE O ITYTSIX MPOTUBOACHCTBHS TPOHUKHOBEHUIO.

5. Packpoiite cyTh HOpMaTHBHO-TIPABOBOTO ACTIEKTAa 3alIMThHI HH()OPMAILIUY Ha MPEANPHUITHH.

84. Bompochbl NpoMeKYTOYHOI aTTeCTALUN

Isrerii cemectp (3auer, ITK-1,ITK-3)

1. ChopmynupyiiTe onpeseseHne 3amuThl HHHOPMAIINH, YKAXKUTE OCHOBHBIC ACIIEKTHI 3aIUTHI
nH(popMaluu U 00OCHYHTE X 11€7€CO00Pa3HOCTb.

2 Oxapaktepu3yiTe CTPYKTYypy 3aKoHOJaTeabcTBa PO B 001acT 3amunThl HTHPOPMAITUH.

3 Ilepeuncnure HOPMATUBHO-TIPABOBBIC JOKYMEHTBHI, OpHWEHTHPOBAaHHBIE Ha oOecreueHue
uHpopManMoHHO Oe3omacHocTH B Poccuu. OxapakTepusyiiTe marepuasbl, NMpeICTaBI€HHbIE B ITHX
JOKYMEHTaX.

4 JlaiiTe onpeneNeHHEe TOCYHapCTBEHHOM TaiHbl. [lepeunciuTe OCHOBHBIE CTaThU B
®DenepaibHOM 3aKOHE O TOCYIapCTBEHHOM TailHe.

5 JlaiiTe ompeneneHue MOHATHSAM «aBTOPCKOE MPaBO» M «KOMMeEpUecKas TailHa». YKakuTe HX
OTJIMYUTEbHBIE 0coOeHHOCTH. OXapakTepu3yinTe crocoObl 3alUThl aBTOPCKUX MPaB U KOMMEpPUECKOMH
TaHBI.

6 Ilepeunciure  BuAbl  KOHQUAEHIMANbHOW  wHpopmammu.  [IpuBenure  mpuMeps
KOH(HIEHIIMATbHON MH()OPMAIIMK U YKaXKHUTE CIIOCOOBI €€ 3alHUThI.

7 llepeunciuTe  HOPMATHBHO-TIPABOBBIE  aKThl,  pElVIAMEHTHUpPYIOIIME  oOOpalleHue ¢
IIEPCOHAIbHBIMU JaHHBIMU. [IpuBeauTe npumepsl BHYyTPEHHUX HOPMAaTUBHBIX aKTOB Ha MPEIIPUATUH O
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NEPCOHAJbHBIX JAHHBIX.

8 Packpoiite nonsaTue «uH(pOpManmoHHas Oe3onmacHOCTby». I[IpuBenuTe nmpUMepbl HapyIIEHUs
nH(pOpMaMOHHOM 0€30MacCHOCTH Ha TIPEATPUSITHH.

9 JlaiiTe nmoHATHE MOTUTUKHA MUH(OPMAIIMOHHON O6e30nmacHoCcT. ONHIIUTE CIIOCOObI OpraHU3auu
MOJUTUKH WH(POPMALIMOHHOM 0€301acHOCTH Ha MPEATIPUSITHH.

10 Pacckaxute 0 MpOrpaMMHBIX CPEACTBAX, UCIOIB3YEMBIX JJISi OpraHU3aluN HH()OPMAITMOHHON
0€30MacHOCTH IpU pabOTEe HAa KOMITBIOTEPE.

11 Pacckaxure 0 IpOrpaMMHBIX CPEACTBAX, UCIOIb3YyEMBIX JAJIi OpraHU3alUui MH()OPMaMOHHON
0€30I1aCHOCTH IIpU paboTe B KOMIIBIOTEPHOM CETH.

12 OxapakrepusyiiTe anmapaTHble cpeacTBa 3alUThl MH(GopManuu. JlaiTe UX KIacCUPUKALMH.
[TpuBenuTe nprMepsl annapaTHbIX CPEACTB 3AIUTHI HH(MOPMAIMK B KOMIIBIOTEPHON CETH MPEATPHUSTHUS.

13 PackpoiiTe OCHOBHBIC HAIpaBICHHUs OpraHU3alMH WHPOPMALMOHHOW OE30MaCHOCTH.
CdhopmynupyiiTe peKOMEHIAIMK JJIsi OpraHu3anuy HH(popManuoHHOW Oe3omacHOCTH Mpu padore Ha
KOMIIBIOTEPE ISl COTPYAHUKOB MPEATIPUATHS.

14 PackpoiiTe OCHOBHBIC HalpaBJICHUs] OpraHu3aluu HWHPOPMAIMOHHON Oe30macHOCTH B
KomnbloTepHOM  cetn  mpennpusatus.  ChopmynupyiTe  peKOMEHIALMM  JUld  OpraHu3aluu
MH(POPMALMOHHOM 6€30MacHOCTH MPpHU paboTe Ha CETEBOM KOMITBIOTEPE AJISl COTPYIHUKOB MPEAPUATHUS.

15 IIpuBenute cnocoObl HECAHKIIMOHHMPOBAHHOTO IPOHMKHOBEHUS HA CETEBOM KOMIIBIOTED
HOPEANPUATHS U PACCKAXKUTE O MYTAX NPOTUBOJACHCTBUS MPOHUKHOBEHHUIO.

16 Packpoiite moHsATHE «HH()OPMAIMOHHAS YTpo3a» C TO3UIMH TPoOJIeMbl OOecTeueHUs
nH(POPMAIMOHHOM 0€30MacHOCTH Ha mpeAnpusTii. OxXapakTepu3yiTe BUIbl yIpo3, IPUBEIUTE IPHUMEPHI.

17 Packpoiite CyTh HOpPMaTHBHO-TIPABOBOT'O aCIIEKTa 3aIIUTHI HHPOPMALUU HA TIPEATPUITHH.

18 PackpoiiTe aiMUHICTPATUBHBIE BOIPOCHI, PETJIAMEHTHPYIOIIHIE AeSITEIbHOCTD MPEATIPUITHS IO
opraHu3any HHPOPMAIIMOHHOH 0€301acHOCTH.

19 Packpoiite mpaBOBblE BOIPOCH, PEMVIAMEHTUPYIOUIME JIE€ATEIBHOCTh MPEIIPUATUS IO
opraHu3anuy HHGOpMalMOHHON 0€30MacHOCTH.

20 Oxapaktepu3yiiTe OpraHM3allMOHHBIE MeEphbl 3alIUThl HMH(GOPMAIMM Ha MPEIIPUATHH.
O6ocHyliTe OCHOBHBIE MEPOIIPUATHS MO 00ecreueHnI0 HH(POPMAIIMOHHON OE30MaCHOCTH.

21 OxapakTepu3yiTe TEXHOIOTHYECKHE Mepbl MHPOPMAIIMOHHONW 0€30IMacCHOCTH Ha MPEIIPUSTHH.
ObocHylTe Ki1accu(PUKaIMIO CPEICTB TEXHOJIOTHUECKOM 3aIUThl HH(POpMAIIUHU.

22 OnumuTe TEXHOJOTHIO (YHKIIMOHUPOBAHHUS OpaHIMaydpoB. PackpoiiTe TEXHOJIOTHIO
HACTpOIKK OpaHaMay’pa Ha IpUMepe KOHKPETHOTO MPUITOKEHHUSL.

23 PacckakuTe 0 MPOAKTUBHBIX CUCTEMax 3alllUThl KomnbioTepa. [IpuBenuTe npumeps! mporpaMmm
JAHHOTO KJacca.

24 Packpoiite noHsATHE «ceTeBOi atakuy». [IpuBenuTe NpUMepsl CETEBBIX aTak Ha KOPIIOPATUBHYIO
CeTh. YKaXUTE MyTU NPOTUBOAECUCTBHS CETEBBIM aTaKaM.

25 PacckaXuTe O CHUCTeMax OTpPaXEHHs CeTeBhIX arak. ONWImuTe WX BUIBI, NPUHIUIEI
(GyHKIIMOHUPOBAHMUSL.

26 Ommmmte npuHIMIE opranm3anmud DoS- m DoSS-arak. Pacckaxkute o croco6ax OopbObI C
JaHHBIM BUAJIOM WH(OPMAITMOHHOW yIPO3BI.

27 Onummte npuHOUNBl opranu3anmud  DoS- u  DoSS-arak. Pacckaxxute 00 001auHBIX
TEXHOJIOTUSX KaK crocode 00pbObI C JaHHBIM BUJOM HH(POPMALIMOHHONW YTPO3bI.

Ilecroii cemectp (3auer, [K-1,I1K-3)

1 Jlaiitre nonstue kpuntorpaguu Kak HaydyHOW 00JacTu, CBA3aHHOW ¢ IIM(PPOBAHUEM JaHHBIX.
[TpuBenute mpuMepsl mHQPOB.

2 Jlaiite moHsATHEe XakuWHTa. [lpWBeaWTe XapaKTEPHCTUKY XaKepy Kak JIHIY, TBITAIOIIEMYCs
HE3aKOHHO 3aBJa/leTh KOHPUACHIINATbHOU HH(pOpMaIuei.

3 Onwmure Ha TMNpUMEpe KOHKPETHOTO TMPHIOKEHHS TEXHOJOTHIO (DYHKIIMOHUPOBAHHSI
MIPOrPaMMHBIX CPEJICTB, UCTIONb3YIOMUXCS ISl CO3/IaHUs U XpaHEHHUsI TapoJieil.
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4 Onumute TporpaMMHBIE CpeAcTBa MU(POBAHUS JaHHBIX. PacKpoWTe TEXHOJOTHIO
mu(poBaHus Ha IPUMEPE KOHKPETHOTO IPUIIOKEHUS.

5 Onwmmure conuanbHbIe CETH KaK MHCTPYMEHT cOopa MH(OpMaIuu O ToJIb30BaTele.

6 Omnummre crocoOb! MUPpPOBaHUS JaHHBIX. PackpoiiTe TeXHONOTHIO MU(POBAHUS HA IIPUMEpPE
OJTHOT'O U3 CIIOCOOOB.

7 OnummTe TEXHOJIOTHIO (YHKIIMOHUPOBAHUS AHTHBHPYCHBIX MPOTPAMMHBIX  CPEICTB.
Packpolite TeXHOJIOTHIO HACTPOMKHU aHTUBUPYCA HA IPUMEPE KOHKPETHOT'O MPUIIOKECHHUS.

8 Oxapakrepu3yiTe BpelIOHOCHBbIE MPOrpaMMbl U UX Buibl. [lepeunciute crnocoObl 60pHObI C
HUMU.

9 OxapakrepusyiiTe MeTOJbl KpUNTOrpaduyeckoro 3akpbiThs HHpopMmauuu. Onumwure cyTb
CTOMKOCTH METOZA U TPYAOEMKOCTH METOAA.

10 Oxapakrepu3yiiTe mporpaMMHBIE CPEICTBa OrpaHWYeHHs joctymna B MHTepHeT, dunbTpanun
MH(POPMALMOHHBIX pecypcoB. Ha mpumepe OJHOrO MPUIIOKEHHUS PACKPOUTE €ro (yHKIHMOHAJIbHBIE
BO3MO>KHOCTH 110 OTPaHUYEHUIO 10cTyna B IHTEpHeT.

11 OxapakrepusyiiTe MmporpaMMHbIe cpelncTBa IMU(GPOBAaHUS JaHHBIX. PacKpoiTe TEXHOJIOTHIO
mu(poBaHus Ha IPUMEPe KOHKPETHOI'O IPUIIOKEHUS.

12 OxapakrepusyiitTe =~ coBpeMeHHble  Kpunrocuctembl.  IIpomeMoHcTpupyiiTe  Mojenu
CUMMETPUYHBIX U aCUMMETPUYHBIX KpunrocucreM. IIpusennre npumMepsl.

13 IlpuBenute mpuMepbl MoOIIEHHMuYecTBa B cetu MHrepHer. Packpoiite  crnocoOsbl
IIPOTUBOAECUCTBUSA VIHTEpHET-MOIIEHHUKAM.

14 PackpoiiTe ~OCHOBHBIC HAIpaBJICHHUs OpraHU3alK WHPOPMAIMOHHONH  OE30MacHOCTH.
CdhopmynupyiiTe peKOMEHIAIMK IS OpraHu3anuy HH(popManuoHHOW Oe30macHOCTH Mpu padore Ha
KOMIIBIOTEPE JUIsl COTPYAHUKOB MPEATIPUATHS.

15 PackpoliTe OCHOBHBIC HAMpaBJICHUs] OpraHU3aly HWHPOPMALMOHHON OE30MacCHOCTH B
KoMmmbloTepHOM  cetn  npennpusatus.  CdopmynupyiTe  peKOMEHJAlMM  JUld  OpraHU3aluu
MH(POPMALIMOHHOM 6€30MacHOCTH MPpHU paboTe Ha CETEBOM KOMITBIOTEPE AJISl COTPYIHUKOB MPEAPUATHUS.

16 Packpoiite MOHATHE «KOMIBIOTEPHBIM BUpyc». ONUIINTE BUABI KOMIBIOTEPHBIX BUPYCOB,
YKaKUTE CIIOCOOBbI UX TPOHUKHOBEHUS HA KOMIIBIOTEP.

17 Packpoiite cyTh uaeHTUGUKALNS U ayTeHTU(DUKALMS TIPU BX0J1€ B UH(DOPMALIMOHHYIO CUCTEMY
npennpusaTus. CopmMyaupyiiTe peKkoOMEeH AUy 10 UCIOIb30BaHUIO MAPOJIbHBIX CXEM B KOMIIBIOTEPHBIX
CeTSIX MPENNPUIATHS. YKaXKUTEe HEJOCTATKU MAapOIbHBIX CXEM.

18 Packpoiite cyTh connaabHON HHKeHepUH. ONHUIIUTE €€ METO/IBI.

19 Packpoiite cyThb 37eKTpoHHOM wLuGpoBoi mnoxmucu. OxapakrepusyiTe MpaBOBOM U
TexHH4eckuil acnekTsl. ChopMynupyiite peKkoMeHIAlMK Ui MCIIOJIb30BaHMsl JIEKTPOHHON I(pOoBOI
MOJIINCH.

20 PackpoiiTe CyIIHOCTb MOTEHIMAIBHO OMACHBIX MporpamMM. OnumuTe cnoco0bl 60pbObI ¢ HUMH.

21 PackpoiiTe CyInIHOCTh 3JEKTPOHHOH HanmuHOCTH. [IpuBenuTe mpuMepsl BO3MOXKHOW MOTEpH
ANIEKTPOHHBIX JIEHET NP COBEPILIECHUH IJIaTeXel B ceTH VIHTepHeT.

22 PackpoiiTe TEXHOJOTHIO aHTHBUPYCHOW 3allIUTHI CETEBOTO KOMITBIOTEPA.

23 Packpoiite menu W 3amad Kpunrorpaduu Kak HaydHOH oOmactw. [lepedncinTe OCHOBHBIC
HaMpaBJICHUs HCIIOJIb30BaHUSI KPUNITOTpapUUECKUX METOAOB IS 3aIUTHl HHPOPMAIIUH.

24 PacckaKuTe 0 IPOrpaMMHBIX CPEICTBAX, UCIOIB3YyEMBIX Ui OpraHU3alUuN HH()OPMAITMOHHON
0€30MacHOCTH IpU paboTe Ha KOMITBIOTEpE.

25 PacckakuTe 0 IpOrpaMMHBIX CPEICTBAX, UCIOIB3YyEMBIX Uil OpraHU3alUul HH()OPMAITMOHHON
0e30macHOCTH MpHU paboTe B KOMITBIOTEPHOU CETH.

26 Pacckaxute 0 cucTeMax KOHTPOJS HeJIOCTHOCTH. [IpuBenute mpuMephl MporpaMM JTaHHOTO
KJiacca.

27 PacckaxuTe 0 criame Kak He 3aTpeboBanHON MHTepHET-pekiame. [IpuBemuTe criocoOb 60pbObI
CO CITaMOM.
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8.5 MeToanueckue MaTepHuaJIbl, ONpeaesiiolue Npoueaypbl OlleHHBAHUS 3HAHUIA, YyMEHUI,
HABBIKOB M (WJIN) ONBITA 1eATEIbHOCTH, XaPAKTEPU3YIOIIUX 3Tanbl (JOPMUPOBAHUA KOMIIETEH U

[TpomexxyTouHast aTTecTanus HPOBOAUTCS B (opme 3auera, M CIyKUT (opMoil mpoBepku
YCBOEHHS y4eOHOIr0 Marepuaia MpakTUYECKUX 3aHATUH, TOTOBHOCTH K ITPAKTUYECKOH 1E€ATEIIbHOCTH.

[lpu OGamTbHO-PEUTUHIOBOM KOHTpPOJIE 3HAHHMM HWTOrOBas OIEHKA BBICTABISETCA C YYETOM
HaOpaHHOI CyMMBbI OaJlIOB.

YCTHBIN OTBET HA 3a4€TeE.

Jis oueHkHn CcHOPMHUPOBAHHOCTH KOMIETEHIMM IIOCPEICTBOM YCTHOI'O OTBETa CTYICHTY
IIPEIBAPUTEIIBHO TIPEUIaracTcs MepedyeHb BOIPOCOB WIM KOMIUIEKCHBIX 3aJaHUM, NPEANoararmmx
yYMEHUE OpPUEHTHUPOBATHLCS B Mpo0OiieMe, 3HaHUE TEOPETUYECKOI0 MaTepuala, yMEHUs IPUMEHATh €ro B
IIPAKTUYECKOH NPO(ECcCHOHANBHON NEesITEeIbHOCTH, BIIAJEHUE HaBbIKAMU M IIPUEMaMH BbBIIIOJIHEHUS
IIPAKTHUYECKUX 3a/IaHUMN.

[Tpu oLileHKEe TOCTUKEHUH CTYIE€HTOB HE00X0AUMO O0palaTh 0c000€ BHUMaHUE Ha!

—YCBOEHME ITPOrPAMMHOI0 MaTepuaa;

—YMEHHE U3J1araTh IPOrpaMMHBINA MaTEpUal HAYYHBIM S3bIKOM;

—YMEHHE CBSA3bIBAaTh TEOPUIO C IPAKTUKOM;

—yMEHHE OTBEYaTh Ha BUJOU3MEHEHHOE 3aJaHHCE;

— BJIa/ICHUE HaBbIKaMM ITOMCKA, CHCTEMAaTU3alU1 HEOOXOJUMbIX HCTOUHHUKOB JIUTEPATYPHI 10
n3ydaeMoi mpooeme;

—yMeHHE 000CHOBBIBATh IPUHSATHIEC PELLICHUS;

—BJIaJICHUE HaBbIKAMU U IPUEMaMU BBINOJIHEHUSI IPAKTUYECKUX 3aJaHH;

—YMEHHE MOJKPEIIATh OTBET UIUIIOCTPATUBHBIM MaTEPHUATIOM.

TecTsl

ITpu onpeneneHnn ypoBHS JOCTHXKEHUN CTYIEHTOB € TIOMOIIBIO TECTOBOTO KOHTPOJIS
Heo0Xx0auMo o0Opaiarh 0co00e BHUMaHKE Ha clelyrollee:

—OLIEHUBAETCS MOJIHOCTBIO IPABUIIbHBIN OTBET;

— TpenoaBaTesieM JoJDKHA OBITh ONpeesieHa MaKCUMAIIbHAS OIIEHKA 32 TECT, BKIFOYAIOIIHIA
OIIPEAEIEHHOE KOIMYECTBO BOIIPOCOB;

—IperoaBaTesieM MOXKET ObITh ONpeielieHa MaKCUMalIbHasl OIIEHKA 33 OJIUH BOIPOC TECTA;

—II0 BOIIpOCaM, MPeyCMaTPUBAIOIIMM MHOKECTBEHHBII BbIOOp IMPAaBUIIBHBIX OTBETOB, OLIEHKA
OTIpeIeNIsieTCsl UCXO0/1s U3 MAaKCUMAaJIbHOM OIIEHKH 32 OJIUH BOIPOC TECTA.

9 Ilepeyenb OCHOBHOM M JONOJHUTEIbHON y4eOHOM JUTEPATYPHI

OcHoBHasi iuTepaTypa

1TonukoB, A. M. 3ammra uHpopManyu B HMHPOKOMMYHHKAIIMOHHBIX CHCTEMaX M CETIX
[DnexkTpoHHBI pecypc] : yuedHoe mocodue / A. M. ['onukoB ; MuHHCTEpcTBO 00pa30oBaHUs U HAYKU
Poccuiickoit ®enepanuu, Tomckuii [ocynapctBenHslii YHuBepcuteT CucreM YHpaBieHUs U
Pagnosnextponuku (TYCVYP). — Tomck : ToMckuili TocyqapCTBEHHBI YHHMBEPCUTET CHUCTEM
yhpaBieHuss W paavosnektponuku, 2015, — 284 c¢. - Pexum  goctyna
http://biblioclub.ru/index.php?page=book&id=480637

2 MbiiBong, D. bezonacHocTh ceteit [DnekTpoHHBIA pecype] / D. MbiiBona. — 2-e u3n.,
ucnp. — M. : Haumonaneublii OtkpeiTelii YHuBepcuter «MMHTYUT», 2016. — 572 c. — Pexum
J0CTyTA '

/Ibiblioclub.ru/index.php?page=book&id=429035

3IIpoxoposa, O. B. MudopmanmonHast 6e30MacHOCTh U 3amuTa WHGOpMAUU [ DIEeKTPOHHBIH
pecypce] : yuebnuk / O. B. IIpoxopoBa ; MunucrtepctBo obpazoBanusi u Hayku PD, denepanbpHoe
roCyJapCTBEHHOE OIO/DKETHOEe 00pa30BaTEeNIbHOE  YUPEXkKAECHUE BBICHIETO MPOPECCHOHATBLHOTO
obpazoBanus «CamMapcKuil rocy1apcTBEHHBIN apXUTEKTYpHO-CTPOUTENbHBIN yHUBEepcUTeT». — Camapa :
Camapckuil rocyJapCTBEHHBIN apXUTEKTYpHO-CTPOUTENbHBIN yHUBepcureT, 2014. — 113 c. — Pexum
noctyna : http://biblioclub.ru/index.php?page=book&id=438331

4. CarneeB, K. M. ®usuueckre OCHOBBI 3amlUThl MHPOpPMAIUU [DNEKTPOHHBINH pecypc]
yuebHoe nocobue / K. M. Cargees, B. U. I[lerpenko, A. ®. Yunura ; MunuctepcTBo o0pa3oBaHus U
Hayku Poccuiickoit ®enepanuu, denepalibHOE TOCYIapCTBEHHOE aBTOHOMHOE O00pa30BaTEIbHOE
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yUpeKIeHUE BBICIIEr0 mpodeccuoHanbHOro oOpa3oBanusi «CeBepo-KaBkasckuii — denepanbHbIi
yHuBepcuter». — CraBponons : CK®Y, 2015. - 394 c¢. - Pexum pgocryna
http://biblioclub.ru/index.php?page=book&id=458285

S Texnonoruu 3ammThl UHGOOPMALIUKA B KOMITBIOTEPHBIX CETAX [DIEKTPOHHBINA pecypc] /
H. A. Pynenkos, A. B. IIponerapckuii, E. B. CmupnoBa, A. M. CypoBoB. — 2-¢ u3., ucnp. — Mockga :
Hammonaneubiii  OTkpbiThiil  YHUBepcuter «MHTYUT», 2016. — 369 c. — Pexum pgoctyna
http://biblioclub.ru/index.php?page=book&id=428820

JlonoIHUTeIbHAS JTUTEpPaTypa

1 ApnommH, C.M. TexHomoruu u mpoaykTel Microsoft B obecrnieueHun WHGOPMAITMOHHO
oe3onacHoctH: kypc / C.M. ABnommH, A.A. CaBenbeBa, B.A. Cepatok ; Hanmonansubiii  OTKPBITHIN
VYuusepcurer "MHTYUT". — Mocksa : I/IHTepHeT-YHI/IBepCHTeT WNudopmannonnsix TexHomoruit

(MHTYUT), 2010. 384 c. — URL

http://biblioclub.ru/index.php?page= book&ld 233684). — TekcT : 3JeKTPOHHBIH.

2 CargeeB, K.M. ®usuyeckue OCHOBBI 3amuThl WHpopmaiuu : ydeOHoe mocodue / K.M.
Carnee, B.M. Ilerpenko, A.®. Ywmnura ; CeBepo-KaBkasckuii ¢enepaabHblii yYHUBEPCHTET. —
Crapomnoinb : CeBepo-KaBkaszckuii @enepanpubiii yauBepcuteT (CKDY), 2015. — 394 c. : min. — URL:

http://biblioclub.ru/index.php?page=book&id=458285. — bubamorp.: c¢. 387-388. — Tekcr
3JIEKTPOHHBIN.

3 TexHonoruu 3amuThl HHPOpMAIMK B KommbioTepHbIX cersx / H.A. Pyaenxos, A.B.
[Iponerapckuii, E.B. CmupnoBa, A.M. CypoBoB. — 2-¢ u3z., ucnp. — MockBa : HauuoHanbHbIHI
OTKpBITHIH Yuusepcurer «MHTYUT», 2016. - 369 ¢ : wi—URL

http://biblioclub.ru/index.php?page=book&id=428820. — TeKCT : 2IeKTPOHHBII.
10. Ilepeyens pecypcoB HHGOPMAIHOHHO-TEJIEKOMMYHHKAMOHHOM ceTn «HTEpHET»

1. http://edu-top.ru/katalog - YauBepcuterckas OnbIMOTEKa OHIAMH [DIEKTPOHHBIN pecypc].
— M. : U3natennsctBo «/IupekT-Menua». — Pexxum moctyna:  http://biblioclub.ru/

2. http://all-ib.ru - Uadopmarmonnas 6e30macHOCTh. 3amuTa HHGOpMaIiu

3.  http://www.securrity.ru - SecuRRity.Ru — « HudopmarmonHas 6€30MaCHOCT
KOMITBIOTEPHBIX CHCTEM H 3aIMTa KOH(PHICHIHATBHBIX JaHHBIX)

4.  http://www.securitylab.ru - Security Lab by Positive Technologies [ 3nexrporHbIii
pecypce] . URL: http://www.securitylab.ru

11 MeToanyeckue yKazaHusi 00y4ar0UMCH 10 0CBOECHHUIO TUCHUIIIIMHBI (MOIYJIs1)

[Tpu ocBOeHMM MaTepHana AUCHUTUIMHBI HEOOXOAUMO:

— CINTAaHUPOBATH U PACHPCACIIUTb BPEMH, H€O6XOJII/IMOC JJI U3YUCHUA JUCHUITIIINHBI,

— KOHKPETHU3UPOBATh JJIs ce0sl IUIaH N3YYEHUs MaTepHaa;

— O3HAKOMHTHCA C O0BEMOM M XapaKTEpPOM BHEAyAUTOPHON CaMOCTOSITENBHON pabOThl IS
MTOJIHOLIEHHOT'O OCBOEHUS KAXKI0M U3 TEM AUCIUIUIMHBI.

Cuenapuii u3yueHus Kypcea:

— TmpopaboTaiiTe Kaxayr TeMy IO MPeAaraeMoMy HUXKE allTOPUTMY JEHCTBUM;

— U3Y4YMB BECb MaTepHal, BBINOJIHUTE HWTOTOBBIA TECT, KOTOPBIA MPOJIEMOHCTPUPYET
TOTOBHOCTb K C/laye 3ayeTa.

Anroput™ paboThl HaJl KaXKIOW TEMOM:

— M3y4UTE COACpPKAHUE TEMbl BHAUaje IO JIEKIUOHHOMY MarepHuaily, a 3aTeM IO JIpYrHM
HCTOYHUKAM;

— TPOYUTANTE TOMOJHUTEIBHYIO JIUTEPATYPY U3 CIIHCKA, IPEITI0KEHHOTO MPENO0/1aBaTeNIeM;

— COCTaBbTE KpaTKUM IUIaH OTBETa MO KaXXJIOMY BOMNPOCY, BBIHOCUMOMY Ha OOCYXKJEHHE Ha
3aHATHN;

— BBIYYUTE OTPECIEHUSI TEPMUHOB, OTHOCSIIUXCS K TEME;

— TpoayMaiiTe MpUMeEpPbl U WIUTIOCTPAIMH K OTBETY 10 U3y4aeMoii TEME;

— TPOAYMBIBaiTE BHICKA3bIBAHUS IO TEMaM, MPEAJIOKEHHBIM K JIA0OpaTOPHOMY 3aHATHUIO.

Pexomennatuu o pabote ¢ IMTEpaTypOu:

— O3HAKOMbTECh C AHHOTALMSMU K PEKOMEHJIOBAaHHOW JHUTEpaType M ONpPENeIUTe OCHOBHOM
METO/]I U3JI0KEHUS MaTepuaia TOro MJiM HHOTO UCTOYHUKA;
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— COCTaBbTE COOCTBEHHbIC aHHOTALIMHU K APYTUM UCTOYHHKAM Ha KapTOYKaX, 4YTO IIOMOXKET IIPH
MOJITOTOBKE pedepaToB, TEKCTOB peueii, MpU MOArOTOBKE K UTOTOBOM aTTECTAllHH;
— BBIOEpUTE T€ UCTOYHUKH, KOTOPbIE HanboJee MOAXOAST U1 U3yUeHHS] KOHKPETHOM TEMBI.

12. IlepeyeHb uHGPOPMANMOHHBIX TEXHOJIOT it

Peanmzanuss  y4eOHON mporpaMMbl  OOECIIEUMBAETCS  JIOCTYIIOM  KaXIOTO CTyOeHTa K
nH(OPMALIMOHHBIM pecypcaM — DJJIEKTPOHHON OubinoTeke M ceTeBbIM pecypcam Murtepuer. s
ucnonb3oBanus UKT B ydeOHOM mpoliecce MCHOIB3YETCsl MPOrpaMMHOE OOecreueHue, MO3BOJISIONICe
OCYILIECTBIISTh IOUCK, XpaHEHUE, CUCTeMATHU3allMio, aHAJIW3 U Mpe3eHTAlHi0 WH(OpMAaLUU, SKCIOPT
uHpopManuu Ha UU(GPOBBIE HOCHUTEIH, OPraHU3alMI0 B3aUMOJCUCTBUS B PEATbHONH W BHUPTYaTbHOU
o0Opa3oBaTenpHOM cperie.

WuauBuayalbHbIlE  pe3yJbTaThl OCBOCHHUS  JUCHUIUIMHBI  CTYACHTaMHU (DHKCHUPYIOTCS B
ANEKTPOHHON HHPOPMAITMOHHO-00Pa30BaTEIbHON Cpe/le YHUBEPCUTETA.

121 IlepeyeHb HHGPOPMAIMOHHBIX CIPABOYHBIX CHCTEM
(oOHOBJIEHME BBINOJIHSAETCS esKeHeleIbHO)
1. Microsoft Windows 7 Pro
2. Microsoft Office Professional Plus 2010
3. 1C: Yuusepcuret [TPOD
122  IlepeyeHb COBpeMEHHBIX MPO(decCHOHAIBLHBIX 0a3 TaHHBIX
1. Uadopmannonno-npasosas cucrema «[TAPAHT» (http://www.garant.ru)
2. CripaBounas npaBoBas cucrema «KoncynsrantlLirocy ( http://www.consultant.ru)

13. MaTepHaJbHO-TeXHUYECKOe o0ecneueHne JUCIUIIIMHBI(MOTYJIs1)

Jns  mpoBeeHHWs — ayIUMTOPHBIX  3aHATHH  HeoOXoIuM  CTaHAApTHBIM  HaAOOp
CTIeMANM3UPOBAHHON y4eOHOW Mebenn W y4eOHOro oO0OpYyJOBaHUS, a TaKKe MYJIbTHMEIUIHOEe
o0opynoBaHue Ui JAEMOHCTPAllMU TMpEe3eHTAluil Ha Jekuusax. s mpoBeleHUs MNPaKTUYECKUX
3aHATUMN, a TAK)KE OPraHU3aLUU CaMOCTOSITENIbHON paboThl CTYA€HTOB HEOOXOIUM KOMIIBbIOTEPHBII
KJ1acc ¢ paboyrMH MecTaMu, 00eCcIIeYnBaOIUMU BeIX01 B IHTEpHET.

WupuBuayabHbIE pPE3yNbTaThl OCBOCHUS JUCHMIUIMHBI (DUKCUPYIOTCS B DJICKTPOHHOM
MH(OPMAaLMOHHO-00pa30BaTeIbHOM cpelle YHUBEpCUTETA.

Peanuzamnusi yuyeOHOW mporpaMMbl OOECIEYMBACTCA JOCTYIIOM KaXIOTO CTYyJEHTa K
MH(GOPMALMOHHBIM pecypcaM — 3JIeKTPOHHOH Ombimmorexe M cereBbIM pecypcam Murtepner. s
ucnons3oBanusg MKT B yueOHOM mpoliecce HEOOXOAMMO HajlMuue NMPOrpaMMHOIO oOecreyeHus,
MO3BOJISIOIIET0 OCYIIECTBIIATh MOUMCK MH(POpPMaLUU B ceTu MHTepHeT, cucTeMaTu3aluio, aHaau3 u
Mpe3eHTalMI0 HHPOPMAIUH, SKCIIOPT HHPOpMaMU Ha HU(POBBIE HOCUTENH.

OcHaienune ayuTopui

JlaBoparopust BBIYMCIUTENBHON TEXHUKU.

[Tomemienne  yKOMIUIEKTOBAHO  CHELUATU3UPOBAHHOM  MeOenpl0 M TEXHUYECKHMHU
CpeacTBaMH O0yUYEeHHUSI.

OcHoBHOE 000py10BaHUE:!

HaGopsl neMoHCTpanimoHHOTO O00OPYJOBaHUS: aBTOMATHU3WPOBAaHHOE padodee MeCcTo B
cocTaBe (CHUCTEMHBIH OJIOK, MOHMTOp, KJIAaBUATypa, Mblllb, KOBPHUK), IPOEKTOP, HKpaH,
MHTEpPAKTUBHAs JOCKAa, MATHUTHO-MapKepHas J0cka, KOJOHKH SVEN, HayIHuKH.

Y4eOHO-HaTrISIIHBIE TOCOOUS:

[TpezenTanmm.

JlaboparopHoe 000pyJOBaHME: aBTOMATU3MPOBAHHOE pabdouee MecTo (KOMIblOTEephl — 13

V4eOHO-HarIaaHbIE IT0COOHUS:

[TpezenTanmmu.

[TomereHus AsE CAMOCTOSITENILHOM paOOTHI.

JlaGopaTopust BEIYHCITUTEIIEHON TEXHUKH.

[TomemneHne  yKOMITJIEKTOBAHO  CIEHUATM3UPOBAHHOW MeEOENnbl0 W TEXHUYECKUMU
CpeacTBaMH O0y4YeHHUSI.

OcHoBHOE 000pyIOBaHUE:!

KommproTepHass TeXHHKA C BO3MOXKHOCTBIO TOJAKIIOUEHUsT K cetnm «MHTepHET» WU
obecrieueHrneM JoCTymna B 3JEKTPOHHYIO WH(OPMAIMOHHO-00pa30BaTEeIbHYIO CpPely YHHBEPCUTETA
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(xomnbroTep 10 mIT., MPOEKTOp € 3KpaHoM 1 mit.).

VY4yeOHO-HarIAIHbBIE IIOCOONS:

IIpe3eHTanuu.

[TomereHune a1t CaMOCTOSTENHLHON pabOTHI.

YurtanbHbIN 3all.

[TomemieHue  yKOMITJIEKTOBAaHO  CIEHUATM3UPOBAHHOM  MeOenbl0 U TEXHUYECKUMU
CpeAcTBaMU O0YYEHHUSI.

OcHoBHOE 000pyIOBaHUE:

KommbroTepHast TEXHUKA C BO3MOXHOCTBIO MOAKIIOUEHUs K ceTH .« HTepHeT™ 1
o0ecrnieueHrneM J0CTYIa B AIEKTPOHHYIO0 HH(DOPMAIIMOHHO-00pa30BaTEIbHYIO CpPEely YHUBEPCUTETA
(xommbroTep 10 mT., MPOEKTOpP C KpaHOM | mIT., MHOTO(YHKITMOHATILHOE YCTPOUCTBO | MIT.,
npuHTep 1 mT.)

Y4eOHO-HATIISITHBIE TOCOOUS:

Y4eOHUKH U y4eOHO-METOUYECKHE [TOCOOUS, TEPUOINYECKUE U3TaHUs, CIIPABOYHAS
nuTeparypa.

CteHpl ¢ TeMAaTUYECKUMU BBICTABKaMH..
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